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CHAPTER 1

T = Y R AH

fai v
WeBankBlockchain-Governance-Account ENL 7 X HEENE FYEFRE M, BETR D SR X B BET S /4%
H, FIABEREA N TRMENE R EEIITERE T, AL EEIK IR EEEE

-3k
o IFEFZMIRE G
o BRI AR ERE AR
Rk e E Al DpERE
o & RIFERCT
o SCFRFATERI#AT, RS RAN
« XFFEE
o FPEACIF R EE A

1.1 AR

1.1.1 XEEEEEARE

 SMERIK F (Externally account), FARHEEH], & E RIS KER, A& - S A bk 2 HFA
AP AE BT -

o A4 (Contract account), X F5 A FIK ' (User Account) - A AFNEAR, S5REKEL, Al
B Z RAew Nk P - A4 ik 2 QIR AL RHER (—RET it E &40
F R Az bE & i R SR ERE]) -
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JMERRF itz R Sfulke

AR —EiREr R SAlEFE  itErREe]  SREE

1.1.2 kP IREAGFBIABARE

o XHEEWSS RN A (Blockchain Business Application) , F& T [XHBERIAR  SCHIANTH 4 2 L 5540
WHIR K. Z—PMREELFSNAY, —BRSREREAIER, EHITHERICRES AR
Ho E— P RXEEEMLE S, s LIAME XN SN - MAE—TXRELSNEF, 72 R
AERE L — MR HEK - -

E 55
iz

fresi-Llid E b

« JAEK 7 (Governance Account), [XIREEN S5 TG H EARRIEEIK S - ZIKP A S e Ak,
HIK A RER T SR EA R, & 7T — el —HINEIKF - A E RIMRIK - 4 fE1R
TERIRHNR S - gbbh, FEIRBIER B 4 REgOR B IR ENR - — MR~/ LUE
—MXEREEN SR, AT VE A XEREENL S5 R -

« HEMKS (Normal Account) , [XEREEMV SN HIVAERAIN 5t o ZIK P AR R NGNS, kP S
— DINERIK T ——BREFHARE, REC TR - EEEAHRIERICRS - AR BIK A AR E 15k
R 7 RERR B L IR BRI = -

o V83 E (Account Governance Administer) , 7E— N XIREEV SN AP, XIREENK F1ETHE
AR EREHARERER S, BFTER X SNAEHEA] - RIESEEHE—YME
AT AR 4 N R RS RO S AR R S TR G £ ML S U M E R YR B 5
SWE . REBETHEIRS PEHEIRE, SCREEEK P =B - R - BRSPS RE.

« JRERI (Governance Mode) , MK IGFEE IR MM AR, FEEHF, 55008
REFOAEAFAEEZA SR (R EER) - H, HEES T DRIE R EE N E
A, H— P NEZ R EH] (Multi-Vote Mode) AN E L ZEH] (Weighted-Vote Mode) -

o BEHEMR (Super Administer) , 7E—PXFEE SR A, 7] DIFE & B AR,
T, MR H— 1 — VR B R

o IKFP RS S (Account Governance Committee) , 7F— T IXHEE SN AT, BHEESHIX
RN SR RN S Z T RFERHE— 1M RAS, RFES5KPEE . ZARSEAHEN KRG
HHESHIEN, BT HRENTTE, RREE A RIRE -

4 Chapter 1. K/ iFRLHE M
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o MR HFRKEEWLH (Social Friends Reset Mechanism) , 75 H 7 @K P % & —4H B H
fib S K T bR, X B SE K P — M T P A A R AT R R Y . — B P R EE B A
B, MENBRATRLAEREEFE, SY2 IR TRAERE, " EER SRS T E R
.

1.2 AN

1.21 H&

It ATESIARK IR

FEIVE R XIRBEM 28, 2 LIRSS RIR) DT IR0 T ). B KRB 2 538 B SC0lE— A,
BILX N RAHE A AH S ERINRIK P FEfE, 253 (R D RSN R RS 5 IR SGHTE %
¥ LBE . 25527 Et ] LB SN A B R R B FIVRR S 0y, SERUE SR EL S HE - /] LA,
PRHBREE, —HMESELR, BRIV E:

o WEELUS, BE3E ] LUERERNZINTR S FIrE a2, KAERINRLHES
« ZRUE, FEEHAFASKEZZINRK A NI B ARER, TEREMRE SRS -

Q
’ '
HE AN mEEe
R

j)\ *htH D

Iz—s{7m —H—> an

BF

ik P ¥R BRI AR AR R R _E SR AR A2

TR, FHESIA MK RENLE, FEEOKFES URE T L, K
AUEEKE PO SHARAMERLRHE, T EBAEEE LT EKF BT BB
BRI . SAPAAERDYRE, TUBEIHRKFREZASRXEEERIE, Fit
e . A, HHAERDLHAR, BEKSIMBIEREANZ, RIET WS FIHET -
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*/k 4, =

2, EKREGHER

#F > B
53

BR TR MO RSN, IRFIGEE RLNEING N T M - UREE - VR . P S, ERE— 10
AAERNL ST, WP AERAERIEIE A T EAAN EAVAEZEE . ke, 2 — D EET XHREERL
55 ARG KEE LRI R R, ATDUBRIEMEBIK FA B IOThRE, BRIE . RIEESEEUK S R R IR
.

TR ROZ AT AT P TR Y

RGP ONRBRT RS, FE—MBREEANAG, BRMINESR R TR E T Kool
FEHG, WHIARKNER . 8 THREXIMGR, RORETEREHEANK 7 HHEENX. #
&, REW AP OMLBRTTRE, FAEEDRIMA - Sy g #M - AFI SRR, TEWEH &
BN ZHA - A I ERT MBS T A& e - SR EE 1 8 R B — 2 S5 RO LAL SR o A =P
TER T SOREH, MEFRAEEEZASEA . BHEZASHEATHREEERESSHNE
HREEHO—PMRA S, AZ DY KFEETEEMRE - BEIKP 4 T —HRERS NG
PR R REANE, R EE . SR RENRENEBRSHERN, 4 RFiiTizE
. TR PHROLRAFME, FBIXF R IEREEEILH, AT U2 K0 2202 R aaE T K .

6 Chapter 1. K/ iGH4H 4
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=i =) iRIEE

1, H&EIS 4— FASH ) — <l—

2, RERE-T3. BidEE

i .’ng 4. T Y
0z

FAF

1.2.2 HE%

R TR Bk S, [FIRTERAT A SR L A &, WeBankBlockchain-Governance-Account iz 11 4 -
WeBankBlockchain-Governance-Accounts& — & IR B X SREEM 1R B AT H (Bl AR T 28, R4 T 2R X
gk PR AR . kPG REE . P B FEE XK PR EA R f B AR TR, Rt T e
FEVRHEIK P Al - ZAEEREGERE  IGEAPRIA, TR QI - URe « BRUR - A - BH P &k
A A RS RIK S T I RE -

WeBankBlockchain-Governance-Account € il 4 [X S PR B (A 4, BT 0 & T H AR X L BE T %
e MAERESA TR B R EERIITRAES, fRHt BIaHK P IAEERE

o XREZMIRETR

o EOMLEI A M ETR B AR

o WP A R EIR

o 2T - RIERHEATH

o CFFRIIER AR, AhESRAN

o XFFEE

o IFHIF REERA

H AR 2>

WeBankBlockchain-Governance-Account® & T LA N HBER 5 -

o« BAREE, BIZOPIMK IR SSIIERS o M BTN ER (L T 2 T Solidity 1 5 L8, SE2IEALFISCO
BCOS - Hg b Al AL S F:F TEVMEE UM X et R4 Fi5fT .

1.2. HHENE 7
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* Java SDK . &L [ & 2CH o @i S pava SDKEUE . AT LUE BC AN FHIK PR BRI ET B & 2%
H o Bh, dt—Bx T QTR ME R, AR & Javale /7 SR BEH >4 -

« BN EDemo - FEAL T ETHFIEFHS KIS R AOW demo.  (FEH A Z% & 2 Hsamples H
%)

* SDK% {Demo - & it T SDK%: i F1 8 A ff)demo, JE R T 4117 {8 FiJava SDK- (IFEE A5 %

Governance-Account-Demo )
+TDDW KT . BE T 2ENAANM KRG, B X EFCUCD. (F 1H 7] & %Java
SDK Hsre/test/java H 5% 1 FILHS)

« webBH G HEGES AL TTEDRITIRIE, EAETFAF. ...
EHEET B SHEFRRAREE - RIEH AT -

B

FEFISCO BCOSAEZH, WeBankBlockchain-Governance-Account$g it | DA 5 FFIZE AL 77 =0
« JHIEREVRE S LR A M AN EEE B, SRR IR B NAE

IR B 5SS E PG ABERIK PR E &2

o JEITSDKE| AJartl, FALEIH O Tavalil H R RO

we E‘Lﬁ_ﬁ s ” ERHR
= a4 A4
W
ia =Es)
& Y Y
e | | Ve SDK

Y

FISCO BCOS EiRgEmiLs

BoLIhRESI R
TREE I A R DI RE

« EEMPAY

o« URESEEIKP

o BB

o EHEEIKS

- BREHANR (BREHEARAT)

« BPINEBH—MAEERSHBEKS (AEZRRSEAT)

8 Chapter 1. K/ iGH4H 4
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o MBR—MAEZRSMRERS (BHEZASHEAT)
 RERERE (FHEZASEAT)

EREEREL
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e
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BER
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BEERENR

AESERSE

I A RO D RE

o QIR

- HEMHPAH

o EHEIKF

o IS AR E EIK P FAEA
o ANINEH BRI AIAE S I A

- BRI

« EIHMERIK P S CIE

10
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HiEER

W F RN

1.

iﬁéﬁﬁ?ﬁ@ﬁﬁ, Mg R BN EHARLRIGEE R 2K . I e EE TS LML
HHIFAR -

. ERERIREEY) . RIEPIRIFERTIAE T, AN IS4 .
- AP EEKP TR . BATSeEE S 5 CRIRS, dE WP ER2TERE RV 3 & 2 BT A LA 2

A SRR
BB L IRESE W - JE A P B2 TR B VA B L BT A AR A LR B A

KPR TR ERAE - RS AT AGEFIREEEIK S - 65 T RS - RR . B EEAASTE

Mk, DIRBHEERE, BRARSRENE  BEOa B A SEEIK A ERIE

CEEIK S BRI . BRI AEEEMH, WEKSEEE, R RB S A Bk

EHRAE

1.2.

HHENE 11
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7. BB e B SE AR B AL

1.3 PREH R
AREENT AR EIGWINTE], /5 & HE 5 8 B A WeBankBlockchain-Governance-Account U ERIE A 7]

1.3.1 B &K

HEf#:

JDK1.8 83 DA ERA, #HE7{# FOracleJDK - CentOSHyum £ % f)OpenJ DKk />JCE(Java Cryptog-
raphy Extension), 2 5EJavaSDKICIE IR 8 X HREETT . -

52 JavalMELE
FISCO BCOS[X HREFENTFEE S FISCO BCOSZHEHFE

WA 45BN« RO FTEHZFIFISCO BCOS 7 4. ‘channel _listen_port S 75 fttelnetill, #telnetNil, 7
TR P 44 TR D & A TR

1.3.2 REUURME
15 F it VRS

git clone https://github.com/WeBankBlockchain/Governance-Account.git

T
o W W 2% [m] /5 B I (R TC VL T 8k, B2 git clone https://gitee.com/WeBankBlockchain/
Governance-Account.git

o FTEREEE N AL Fsre/main/contracts B 1%
+ & %Jdemofi T src/main/contracts/samples 12 T
o EAMNRACHI AL T sre/test/javali§ 12

o HAE AU Tava SDKACH -

1.3.3 FHHAHEN
RENBIR RFHANRG TR TP VAE . R EE M SDKRIAEN, APkt AZT . 7

SEANFISCO BCOSHEIAEWIUR L LLSS , 1813 ¥ WeBankBlockchain-Governance-Account/E 48 37 B 4844+,
Al A EH G R FBIRK PRS- AISEERH G E ST

EREH G IMEMRAEL

A7 A ] B EGE IS % ] 5 BiWeBASE-Front e #21E « AERLBA LIS & 06, TR, RTEH G
FERHESH 5 G Sy -

12 Chapter 1. KR EAM:


https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/sdk/java_sdk/quick_start.html#id2
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/installation.html
https://gitee.com/WeBankBlockchain/Governance-Account.git
https://gitee.com/WeBankBlockchain/Governance-Account.git
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/console/console_of_java_sdk.html
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/console/console_of_java_sdk.html#id19
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HEEAIEE A 5 2R
TEFEANLUNRIRIERT, ERBATAAES G, R OUHBRIERS

# ./get_account.sh

[INFO] Account Address : 0x1c7560296¢c101171eb8015cdcbecfbda26c866189
[INFO] Private Key (pem) : accounts/0x1c7560296c101171eb8015cdcbctbda26c866189.pem
[INFO] Public Key (pem) : accounts/0x1c7560296c101171eb8015cdcbcfbdaz6c866189.

—public.pem

AT ML E#E, S EEH & Baccounts H 58 N 4B BUK N Bpem#AA 8 304« EEEHATNRE, &
Faccounts B3k, & KIS T VHLHZHH A -

11 accounts

total 32
-rw-r——-r—— 1 root root 237 Jul 5 11:46 0x14b0b2e52al156fcd310acee0692501ca23bb8a3e.
—pem

—-rw-r——-r—— 1 root root 174 Jul 5 11:46 0x14b0b2e52al156fcd310acee0692501caz23bb8a3e.
—public.pem

—-rw-r——r—— 1 root root 237 Jul 5 11:47 0x1c7560296c101171eb8015cdcbcfbda26c866189.
—pem

-rw-r——r—-— 1 root root 174 Jul 5 11:47 0x1c7560296c101171eb8015cdcbcfbda26c866189.
—public.pem

—-rw-r——-r—— 1 root root 237 Jul 5 11:56 0x5bl5b41277fd4cacfdad39balb6abdccl295af0£ds8.
—pem

—-rw-r——r—— 1 root root 174 Jul 5 11:56 0x5bl5b41277fd4cacfdad39balb6abdccl295af0£ds.
—public.pem

-rw-r——-r—— 1 root root 237 Jul 5 11:46 0x7abb8086fcffd0417d%ad4c9b615426acabed182d.
—pem

-rw-r——r—-— 1 root root 174 Jul 5 11:46 0x7abb8086fcffd0417d9%9ad4c9b615426acabedl82d.
—public.pem

A TR IR A AR AR R RELAY, SO BRI E R AR - TR, B & LR AIE
PEsE, BAEHIG:

./start.sh 1 -pem accounts/0x14b0b2e52al156fcd310acee0692501ca23bb8a3e.pem #1 NHf
Hip

Welcome to FISCO BCOS console(1.0.10)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \ / \ | \ 7/ \/ \ 7/ o
[H;$$$$$$$\$$$$$I $SSS85| SSSS8SS | $88S888N | SSSSSSS| SSSSSS| S99 $SSS8S
{HE;__ I $S | $S__\$| $$ \$l $$ | $S | $S_/ S| $$ \$1 88 | 81 $s___\
{Aiz \ | $$ \$$ \| $8 I $S | $$ | $$ S o$$ | $S | $S\$$ o
[H;$$$$ | $5 _\$$8S5S8| $5 1 8$s 1 8s | $SSSSSS| $$ 1SS SS_\S$S8SSS
(HE; PSS NI S o$s_/ | ss__/ s$S [ $S__/ S SS__/ | $$__/ $1 \_I
{sz | $8 \\$$ SSNS$ SEAE $$ | $$ SS\SS SS\S$ SRR
Tzz \$SS85S \SS8S885  \$88858 \$85888 \$SSS5855  \$8855S \555888 \$8888
=S

Igroup:1]>

1.3. HREFHR 13
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HEREAY

ftay

h T 8 FEBE WeBankBlockchain-Governance-Account/a 3242y, FATHEME T = Builderd?Y, FHEF
POEEE, R

1. AdminGovernBuilder
2. VoteGovernBuilder

3. WeightVoteGovernBuilder

FEE B A

deploy AdminGovernBuilder

HEEHGH, PUT LRSS, )5 AT LUV FH_governance B AU IR 5 IE B P & A b It SR 5 VE
FHWEGovernnance & 2\ {]getAccountManager B BCR IR AT 7 & 2 G 20 O Tk Rt P /8 3 i 2 i b A

# EREERE T G TR Bk

[group:1]> deploy AdminGovernBuilder

contract address: 0x6b10051756bf25%efe7b4c22fad3925700ab2ele

# RBUEHE S Bk

[group:1]> call AdminGovernBuilder 0x6b10051756bf259%efe7b4c22fad3925700ab2ele
—getGovernance

0x9d8£f£f088555122e7bcb0827130a9%9ac64780df£25

# KB A 2R A Hb dk

[group:1]> call AdminGovernBuilder O0x6b10051756bf259%efe7b4c22fad3925700ab2ele
—getAccountManager

0x26ceacbbb9%e727ed69fa391lae2eba9a3£5c0c8d0

HERRASEA

2 N\ HR 2 BRI P B S NER I P b k87 R AT (-

deploy VoteGovernBuilder (externalAccounts, threshold)

FATAT LAECE & MUER P AR ORENE, XMEET B ZES - flin, BIFE=1
bk, BRI =DAREHEE, = DK REERIRER, B{E 2

# HRE SRR K P

[group:1]> deploy VoteGovernBuilder ["O0x14b0b2e52al56fcd310acee0692501ca23bb8a3e”,
—~"0x1c7560296c101171eb8015cdcocfbda26c866189",
—"0x5b15b41277f4cacfdad39balbabdccl295af0£d8"] 2

contract address: 0xe96b9fcb5c9dleld9ad4baa2ad304578363c05bd6

# IRBURE G AR HE

[group:1]> call VoteGovernBuilder 0xe96b9fcb5c9dle0d%ad4baa2ad304578363c05bd6
—~getGovernance

0x003a512af46eb456blc57a70b95cafl04dbldflb

# REU P & HEE 28 B H

[group:1]> call VoteGovernBuilder 0Oxe96b9fcb5c9dlel0d%ad4baa2ad304578363c05bd6,
—getAccountManager

0x50c903e4580682060984b971270f7c7864a6cc8l

HRBA T A L E S MR RIIK A AN RERE, XM R gt E b . filan, AT
=AMhk, SR =AARRHEE, S NARER L, 2, 3, BER2:

# B LRI AR

[group:1]> deploy WeightVoteGovernBuilder [
—"0x14b0b2e52al156fcd310acee0692501ca23bb8al3e™,
—"0x1c7560296¢c101171eb8015cdcbcfbda’26c866189",
—"0x5b15b41277f4cacfdad39bal6a5dccl295af0£d8"] [1,2,3] 2 (continues on next page)

14 Chapter 1. KR EAM:
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contract address: 0xbf8b5357a01232ab2e3ac8922fbef%a425afbal26

# REUAES 2L

[group:1]> call WeightVoteGovernBuilder 0xbf8b5357a01232ab2e3ac8922fbe9%ad425afbal26
—~getGovernance

0x9ba26b43e00£fbl112daldb509715b868bb8fblazd

# REU B A i 2 B

[group:1]> call WeightVoteGovernBuilder 0xbf8b5357a01232ab2e3ac8922fbe9%a425afbal26,
—getAccountManager

0x2c02allalfc9eaflded01e844b35456aeb352261

DAL, B0 Rl R T anfess R E A A FaEE A 2 (GRS ERMNES) G

HE YRR - ?“*A%LJ:, —IM%FTHE’Jik%ﬁ“ﬂﬁjz%mﬂ%“’ﬁﬂfﬂﬁﬁﬁfﬁﬁﬁ — MAE— AR AL

AL s R, BE—MAEEYY . fltn, ERNEESFRT, WEERBREH MR . £ XRE

?;?ﬁ;ﬁikﬂiq T’ET@E?H%*FE[ TSEUEEKE’J{SEE%REP EFER A AN B AN FRE FIAE
Sl o

WHIREEA
TERRE T LR EARIAITE T, AIHRAE £ —E 17K WEGovernancefl AccountManager & 2\ FJ 1AL -

ik P FE SR R RS L3R AR

R T FIManager#f 4k A T BasicManagerZ:fiiManager s Higy, 307 DU #1E:
* newAccount Ol @K -
» getExternal Account 1) Ik F #bo ik
* hasAccount &) @K 7 2 & S P
» isExternal AccountNormal £ 1E]ZMIIK PRS2 B IEH
FHRBIEHSERINT - Bl — > EEk P

[group:1]> call AccountManager 0xf0da09d98£fe320371fe30d1lbd035f0cabc305eaf,
—newAccount "0x1c7560296c101171eb8015cdc6bcfbda26c866189"

transaction hash:
—0xeee7badb2ecdddd080acal04cda58498£27709efd0d1773£fa770ed1c91£587119

Output

function: newAccount (address)

return type: (bool, address)

return value: (true, 0x39beS54celbeecb720aalffedea27a7e3621565598)

Event logs

event signature: LogSetOwner (address,address) index: 0

event value: (0x1c7560296c101171eb8015cdc6cfbda26c866189,
—0x39%beb4celbececb720aalffedea27a7e3621565598)

event signature: LogManageNewAccount (address,address,address) index: 0
event value: (0x1c7560296c101171eb8015cdc6cfbda26c866189,
—0x39beb4celbeeb720aalffedea?27a7e3621565598,
—0x£f0da09d98£fe320371£e30d1bd035£f0cabc305eaf)

A K
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[group:1]1> call AccountManager 0xf0da09d98£fe320371£fe30d1lbd035f0cabc305eaf |
—getAccount "0x1c7560296cl101171eb8015cdc6cfbda26c866189"
0x39beb4celbccb720aalffedea27a7e3621565598

HiEER RSO

[group:1]> call AccountManager 0xf0da09d98fe320371fe30d1lbd035f0cabc305eaf
—hasAccount "0x1c7560296c101171eb8015cdc6bcfbda26c866189"
true

BEISNEIR FIRESR BIEH

[group:1]1> call AccountManager 0xf0da09d98fe320371fe30d1lbd035f0cabc305eaf
—isExternalAccountNormal "Ox1c7560296c101171eb8015cdcbcfbda26c866189"
true

TR B B

VEHE I S WBRREHEAMAEERSWMES BN AEEREEEN AR . ERHEHEAER
T, BE&TLUTEIE: K5 Governance 54 LUE, Al T LU AR

o transferOwner F5 72 #B 2N & P 51 Ik

» setExternal Account E & P FAGH

* doOper MK AHKHERVE, 3-UREEIK 7 4-fE VR P 5-cancel Account {1 3AK P
AP EH R RS A TRE . K, W TRIKA EE L —E TR

[group:1]> call WEGovernance 0xbba738f0549cde5e5b0bab2dffcl125501556018c
—transferOwner "O0x1c7560296c101171eb8015cdcbcfbdaz26c866189"

transaction hash: |
—0x849d1fadfd95be911b6cdcd3be52a3799051aa9f8d71086039e7celbd8513fb2
Event logs

event signature: LogSetOwner (address,address) index: 0

event value: (0x1c7560296c101171eb8015cdcbecfbda26c866189,
—0xbba738f0549cde5e5b0bab2dffc125501556018c¢c)

PHEZTEHEHENISI TR, JUFI ZRBEASNNNRES BRI HN
[0x1c7560296c101171eb8015cdc6ctbda26c866189) Hb ik Ff o #1155 T8 I 1) # 3 i AL 5H ok &
SEEHIE -

[group:1]> exit
[root@instance-zw7wgjv0 consolel# ./start.sh 1 -pem accounts/
—0x1c7560296c101171eb8015cdc6ctbda26c866189.pem

Welcome to FISCO BCOS console(1.0.10)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ 7 \ 7/ \ | \ 7/ \ 7 \/ o
Ig;$$$$$$$\$$$$$l $SSSSS| $SSSSS] $SSS8SSN | $$SSSSS| SSSSES| $S$SSS| $98SS
I%z;_ I 88 | S$S_\S| $8 \$|1 $$ | $S | $$_/ $1 s$s \SI $S | S| $$___\
|sz \ | $$ \$S \| $8 I $$ | $S | $$ Sl $s I $$ | $S\$$ |
Ig§f$$$ I 8 _\$$$88s| 88 __ | $$ | $$ | $8$888S1 $$ 1 $$ | $S_\$$88S

(continues on next page)
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& ET)
I $$ oSS N S 8S_ /1 $s_/ $S I $S_/ S1 8S$__/ | $s__/ $1 \_|
I%iz | $$ \\s$$ $S\$$ $S\$$ $S$ | $3 EEAEE $S\$$ $S\$$
ng \$SS5855 \$5$55S \$55585 \$5$8858 \$S$SSSS  \$55555 \$$585S58 \$55$s
[group:1]1>
HEMPAYH

[group:1]1> call WEGovernance Oxbba738f0549cdeb5e5b0bab2dffcl125501556018c¢c,,
—setExternalAccount 2 "0x7abb8086fcffd0417d9%a4d4c9b615426acabed182d"
—"0x14b0b2e52a156fcd310acee0692501ca23bb8a3e"

transaction hash:
—0x8201112d9%bce00d751e9f6fb13ef3182f4c0afafa750334a34820a5£f5101fcc?

Output
function: setExternalAccount (uint256, address, address)

return type: (bool)
return value: (true)

R4S BRSSP

## URES

[group:1]> call WEGovernance Oxbba738£0549cde5ebb0bab2dffcl125501556018c doOper 3
—"0x7abb8086fcffd0417d9%a4c9b615426aca5e4182d" 3

transaction hash: |
—0x645ccdb7569d53387ab28edebb3b066971a87ff8ab45ab%ef663b5f4bfde3204

Output

function: doOper (uint256,address,uint8)
return type: (bool)

return value: (true)

## FEVR

[group:1]> call WEGovernance Oxbba738£0549cdeb5ebb0bab2dffcl125501556018c doOper 4
—"0x7abb8086fcffd0417d9%a4c9b615426acabed182d" 4

transaction hash:
—0xebaeb51e446836abda81294175d508e0£938£12c53517673aabfad496d4£352b3c

Output

function: doOper (uint256,address,uint8)
return type: (bool)

return value: (true)

(continues on next page)
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Event logs

## TFHH

[group:1]> call WEGovernance 0Oxbba738£0549cde5e5b0bab2dffcl125501556018¢c doOper 5
—"0x7abb8086fcffd0417d9%9ad4c9b615426acabed182d" 5

transaction hash: |
—0xd13bfc5cd76fb38bealdl05bde7b4bec8463ce86a69fdcbb2a3cb66ed8bcce582a4

Output

function: doOper (uint256, address,uint8)
return type: (bool)

return value: (true)

FERBEZRAREAT, B8 7T UTHE

o register FIEAGEIGEERIE, BT 10-FIEHRGAHEEASHEBE, 11-HIFERGHEERA2
WENE, 2-FIFEEIRS, 3-HIBREKS, 4-HEREKE, 5-FiEEHEk -

* vote X FIF I 2

* setExternal Account E & i F FA%H

e doOper & ZEE I 5, AEIGHEEREIE, B THRGERS - ERKS - Tk S -
» setThreshold % &% ZE A H{H -

o setWeight 5 B EH FIAE -

* getRequestInfo BE K EIFIHERFE -

FARERET A2 H IR E 52 B’J*ﬁ?%ﬁﬁ%% m EE?TEJ?H P & BREIR B £ 5 z*ﬁﬂ%&‘éﬂ?&ﬁﬁ‘fﬁ :
FAHERE R FJava SDKEY T AR T - JFH1, EA2RALETIWebEH SR A, W6F

L‘i>

T8 F P A KR AR

18 FH 7 AT i3 accountManager 2 B B I EHIK 7 -
« setExternal AccountByUser B & H F FA%H
« cancelByUser {3 £H/lK 7
W AR AN P kR [0x5b15b41277f4cactdad39ba06a5dec1295af0fd8] SR IEHIKF -

# VEHR -

[group:1]> call AccountManager 0xf0da09d98fe320371fe30d1bd035f0cabc305eaf
—newAccount "Ox5b15b41277fd4cacfdad39bal6babdccl295af0£d8"

transaction hash: |
—0x0d3f£289ca601906f1fa286561755efb405a832c6295061d3d7cdced47884abb

Output

function: newAccount (address)

return type: (bool, address)

return value: (true, 0x5196261524954a59c5f23f05883eef59d6e5£fd38)

(continues on next page)
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(2]

Event logs

event signature: LogSetOwner (address,address) index: 0

event value: (0x5bl5b4l1277f4cacfdad39%bal6babdccl295af0£d8, |
—0x5196261524954a59¢c5£23£05883ee£59d6e5£d38)

event signature: LogManageNewAccount (address,address,address) index: 0

event value: (0x5bl5b4l1277f4cacfdad39%bal6babdccl295af0£d8,
—0x5196261524954a59c5£23£05883ee£59d6e5£d38, |
—0x£0da09d98fe320371£fe30d1bd035f0cabc305eaf)

IR A FZ MR IR P kX B RV R AR I B

[group:1]> exit

[root@instance-zw7wgjv0 consolel# ./start.sh 1 -pem accounts/
—0x5b15b41277f4cacfdad39balbabdccl295af0£d8.pem
Welcome to FISCO BCOS console(1.0.10)!

Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \ / \ I \ / \/ \ /7 o
=\

| SSSSSSSSN\SSSSS|  $S8S8S8S8S| $888SS| $$SS890\ | SSSSSSST $SSSSST SS8S8S8SS| $888S
<35\

I $S__ I $$ 1 $S_\$| $3 \$1 $s | $8 | $$__/ S| 88 \NST 8 | SI $s___\
=33

[ $$ \ | $$ \$$ N $$ I $$ | $$ | $$ S oss | $$ | $S\S$S o
<=\

| $58$8 | $$ _\$S5$$$5| $$ 1 ss | $S | $S5S8SS8S1 88 1SS | $S_\$8888
<35\

| $$ _Loss_ 1 NI Sl oSS/ | $S__/ 88 I $S__/ S $S_/ | $S_/ SI \_I
=33

| $$ I $$ \\s$s$ $S\S$s $S\S$S $$ | $$ SS\SS $S\S$s $S\S$s
383

\$$ 555558 \$55555  \$$55555 \$S55555 \$55555S8  \$5558S8 \$55588 \$558S
—$
P

[group:1]> call AccountManager 0xf0da09d98£fe320371fe30d1lbd035f0cabc305eaf
—cancelByUser

transaction hash:
—0xbced5c2aaf2cbcb0c98ec9877246253£3£594816d456£29a581062d97901e891

Output

function: cancelByUser ()

return type: (bool)

return value: (true)

Event logs

event signature: LogManageCancel (address,address) index: 0
event value: (0x5b15b41277f4cacfdad39bal6babdccl295af0£d8,
—~0xf0da09d98£fe320371£fe30d1bd035f0cabc305eaf)

HEHT BN PR [ox1]

1.3. HREFHR 19



WeBankBlockchain Gov Documentation, & #i v2.6.0

[group:1]1> call AccountManager 0xf0da09d98£fe320371£fe30d1lbd035f0cabc305eaf |
—setExternalAccountByUser "Ox1"

transaction hash:
—~0x0£ff2e49£11767826a311562fec36£81decfc9d67242e8d399473c5fbde53db9d

Output

function: setExternalAccountByUser (address)
return type: (bool)

return value: (true)

Event logs

event signature: LogManageExternalAccount (address,address,address) index: 0
event value: (0x0000000000000000000000000000000000000001, .,
—0x5b15b41277f4cacfdad39balbabdccl295a£0£d8, |
—0x£f0da09d98fe320371fe30d1bd035f0cabc305eaf)

A, IR P B R ER IR, SFRRLUT#RE -
* setStatics BINEE R, 0-NFFHAIFREEAMH, 1T REERHA
o setWeight % & JeBAE A2 I A B E Mk P A EE
o register &1
* vote %
» setExternal AccountBySocial 2 & FA%H

HEZHRME, WERERAGANNY . BTEERESRN T RENED, A HFHT AR - 3]
77 68 F Java SDKER R T FORFATHI R IBRAIE . JF4E, BN R HEwebEH G RMETHP A, #l

LG

FENFIABIHF B HLS ST
HEFEATIA

B PaEEEPDNLSEAF, ARSI AR 2R # FH WeBankBlockchain-Governance-Account 2§66 2 o

FEEANZRPIANGE S

/) FELVSEENFEHinport IRFEI A .

import "./AccountManager.sol"

XXContract {
// Bl#AccountManager&4]
AccountManager _accountManager;

construct (address accountManager) {
// EACEERAccountManager#illk o LRI A FEFT BRSNS BRE

_accountManager = AccountManager (accountManager);

/)
function doSomeBiz () public {

// REEEA PRk

address userAccountAddress = _accountManager.getAccount (msg.sender) ;

(continues on next page)
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(LT

/) o REER o FERMREDNLS T, T E 7 B AR O IE R SN e i -

doBiz (userAccountAddress) ;

W RERIKEI R P EIANRESY

EYRERKNGRFT, 5NN KT A E i
Fldemo, FR T &, 0t &b £ T FoR 6 48 % 014 5% 0

#src/main/contracts/samples/TransferDemo/ B 1% -

R N - s A (N7 i DR
By, AR BXSE B Hdemoft 5 AT &

oy [

import "./AccountManager.sol";
contract TransferDemo {
/] e

mapping (address => uint256) private _balances;
// import AccountManager
AccountManager _accountManager;

constructor (address accountManager, uint256 initBalance) public {
// WEaccountManager, Wbtk BT FERERE AL IRIRTE -
_accountManager = AccountManager (accountManager) ;
/! ELIowne r i E N P BN AL
address owner = _accountManager.getAccount (msg.sender) ;
_balances[owner] = initBalance;

}

modifier validateAccount (address addr) {
require (
// YA accountManage rRAIWNZS MK 7 Ft i 2 4 EEM MK RSB BERES -
_accountManager.isExternalAccountNormal (addr),
"Account is abnormal!"

/] e

function balance (address owner) public view returns (uint256) {
// 1 EARTESMERIG P A AR il SR EIRRER
return _balances[_accountManager.getAccount (owner) ];

}

function transfer (address toAddress, uint256 value)
public
// KRR NTTRNER BT RSNERIK PR T AT
validateAccount (msg.sender)
validateAccount (toAddress)
checkTargetAccount (toAddress)
returns (bool)

// 1. BRI REER T ik

address fromAccount = _accountManager.getAccount (msg.sender);
// 2. B TR EK P RET

uint256 balanceOfFrom = _balances|[fromAccount].sub (value);

// 3. BT R0

_balances|[fromAccount] = balanceOfFrom;

// 4. B ATTEE K Pk

address toAccount = _accountManager.getAccount (toAddress);
/5. BRANTTREHEm

uint256 balanceOfTo = _balances[toAccount] .add(value);

/) EERRNTTEEK AR

(continues on next page)
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_balances[toAccount] = balanceOfTo;
return true;

}

BN, H A ATEIFISCO BCOSTEHI G F, XX Contract L 55 & 151 N BAR i JavafUlE o 58 & 2t
— MBI ESAN TR, HEFLERSolidity 5N R FE Mlavad A, BERFEHFRS% 42
Yeie T H a] DUl 55 5 5l WeBASE-Front% T B E RIS b, M AFHER - FhnmiEms| AjaHE
A AR T FE 5 20RT LS 2% TRE A A Asamples demo « FAHR (L T BT UEFIFA S 5K 35 5 A0

“demo o

1.4 Javaif 5 A 1 SDKE FH 15 BH

NTETHH, BATRME T JavaliZARHISDK o FHRAVEH U AT S % R 3.

FIE, AT —PNETFARSDKAIGovernance-Account-Demo - DemoH £S5 T #H 3k B AL IS FISDK AL
W, %

1.41 5| AT

Flarfl 5| ABIH A B O Javall 5 H A -
£ H & fJavalil H H fbuild.gradle LA, S flmaven 6/

allprojects {
repositories {

maven { url 'https://jitpack.io' }

EIUNGE

dependencies {
implementation 'com.github.WeBankBlockchain:Governance—-Account:Tag

}

1.4.2 YRR~ B RESE FH ULRA
B
CEEinto b

BanFE R E A RNA B, IAREEREM - MEHEARIAEIK - B RARE:

// BEEAAdminModeGovernAccountInitializerff 5
@Autowired
private GovernAccountInitializer governAccountInitializer;

// WA createGovernAccount ﬁ?fﬁiﬁi%ﬁﬁmﬁ)ﬁ

WEGovernance govern = adminModeManager.createGovernAccount (u);

PB4

WEGovernance createGovernAccount (Credentials credential)

22 Chapter 1. KR EAM:
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N 28

* credential & ¥ 51 FIFAEH
ACIE S8

+ WEGovernance jX
WHAINE, iR
RLFAHEE A IHAE -

EIRpEREIRPOES
[B] %] N FJWEGovernance i B P X7 52, i 1 getContractAddress() /7 15 7] LU X

ZEHAEE

Bin, LURMFETHERE TIRER RS MRERN, =2 582 508, REOANNERZ
SESRRGE P TEE, RFRGET - 02BN PR OE—MaEk~ . BAEEMARE):

// BFEAGovernAccountInitializerXi

@Autowired

private GovernAccountInitializer governAccountInitializer;
// W3 MIBEIK P B A A A AL, A RR B

List<String> list = new ArrayList<>();

list.add (addressl);

list.add (address?2);

list.add (address3);

// BN

WEGovernance govern = adminModeManager.createGovernAccount (list, 2);

BB

WEGovernance createGovernAccount (List<Credentials> credentials, int threshold)

BWASEL
» external AccountList JAFEZE 7 2 A G HIAMTK P E 8. -
« threshold FRBI{E, BT IZHERE, Rl
R EZEL

» WEGovernance 1% [B] VA EE K 7 % 5
WHIhE, RS IREN R AWEGovernance /G K P14 5, il id getContractAddress() /7 ¥ 7] ATKAFXT
IR OMELiEE A £z il
W E R Z IR
AR ELT E—FE EﬁJT:J:t/I\TQ L R R E R LR AR . Flan, DURFEE Tk

FTH fi%mzﬂﬁﬂﬁﬁ E’J BHEE, ﬁ_/\f‘%’%%;‘?’??ﬁﬁ BEMED AN 22 3, H
Ejﬂ 1%75%7515@@5\5’]55%]—]% SR AT B (R AT AR - AR A AT R ol — ATk
BB

// BBIFEAGovernAccountInitializerXf %
@Autowired

private GovernAccountInitializer governAccountInitializer;
// WER 3G P AE AL A I AR, A RR K -
List<String> list = new ArrayList<>();
list.add (addressl);

list.add (address?2);

list.add (address3);

// WEITMRERFPRESS AL 2
List<BigInteger> weights = new ArrayList<>();
weights.add (BigInteger.valueOf (1)) ;

(continues on next page)
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weights.add (BigInteger.valueOf (2));
weights.add (BigInteger.valueOf (3));
// IR

WEGovernance govern = adminModeManager.createGovernAccount (list, weights, 4);

BB A -

WEGovernance createGovernAccount (List<String> credentialsList, List<BigInteger>
—welghts, int threshold)

WASE-
* externalAccountList 1A 51 2 A HIFMRIK 15 . -
o weights VAR 51 2 AN B AR A E -
o threshold ¥R EIE, W ZEEIE, RREERDT -
RE S
» WEGovernance X [B] TG ERIK 7 % 5
WHRINGE, MES IR BB IWEGovernance A #IK 4 52, i it getContractAddress() /7 ¥ 7] LIRS X

IVAEOPERLEE R b R
VAR O
R

B AR N E I EEY L T GovernAccountlnitializer2E 7 - B 4L, EAIZE.

@Autowired
private AdminModeGovernManager adminModeManager;

HEM AT

BRI

TransactionReceipt tr = adminModeManager.resetAccount (ulAddress, u2Address);

BB A

TransactionReceipt resetAccount (String oldAccount, String newAccount)

WAZH:
* oldAccount P IFNERIK 7 R FA A L -
* newAccount WK E B S ALV AL -
REZE
+ TransactionReceipt % 5 [E] i

URESEE Ik P

NN

TransactionReceipt tr = adminModeManager.freezeAccount (ulAddress);
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TransactionReceipt freezeAccount (String account)

BMASEL

* account /T HIFMERIK F FARHHBAIL -
R EZEL

» TransactionReceipt % 5 [E] i

AR R S T

B AR H R

’ TransactionReceipt tr = adminModeManager.unfreezeAccount (ulAddress) ;

PR A -

’ TransactionReceipt unfreezeAccount (String account)

WASE-

e account I/ BUSMNERIK - FOFABH AL -
AEES 8

+ TransactionReceipt 22 5 [E] il

Mk = 5 A T B

B AR

’ TransactionReceipt tr = governAccountInitializer.cancelAccount (ulAddress);

BB

’ TransactionReceipt cancelAccount (String account)

WA

« account FHFHISMERIK A HOFABH AL -
RE S

+ TransactionReceipt % 5 [E] 1

B3 E B A AR

M EH AR, IR CEM, BRIRESER - BE RS

’ TransactionReceipt tr = adminModeManager.transferAdminAuth (ulAddress);

PREES

’ TransactionReceipt transferAdminAuth (String account)

BMASEL
« account F P ASMERIK P O FAEA HHE

1.4. Javai& 5 A FISDKAF FH 14 BH
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REZE
» TransactionReceipt 22 5 [E] il

ZEHA BB

1R ZE A 2T REEIIREY LT VoteModeGovernManager 271 H4E, EAIZE:

@Autowired
private VoteModeGovernManager voteModeGovernManager;

FEARRZN, PUTERR AR S S5 E TR 208G LN Pk
1. ZE—MEFEK;
2. VAR A R B R I
3. MEREEWNRECD |G, KEBRIE.
HATE RN E N EHARSEZA:

RERA 2R BE

BB

’ TransactionReceipt tr = voteModeGovernManager.vote (requestId, true); ‘

PR

’ TransactionReceipt vote (BigInteger requestId, boolean agreed) ‘

WAL
* requestld &2 Hrequestld -
« agreed FE R [F A, true/false
RE S
« TransactionReceipt % 5 [E] i

HEM T

2% FXRIM =P AR EIER - BE - HUTERE . i, FH T ESDKCRCHEZ P A
1€, f#F T changeCredentials B ECR AR I - BAR VAR 7R B :

/) REHFEIER

BigInteger requestId = voteModeGovernManager.requestResetAccount (p2.
—getAddress (), pl.getAddress());

/) PATIRE

voteModeGovernManager.vote (requestId, true);

/) VIR E

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

/) AR EE

voteModeGovernManager.changeCredentials (u) ;

[/ REEERHBRE

TransactionReceipt tr = voteModeGovernManager.resetAccount (requestlId, p2.
—getAddress (), pl.getAddress());
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REEEN P AAREHIE

BigInteger requestResetAccount (String newCredential, String oldCredential)

WASE
* oldCredential FH /' IFMERIK = B RFAA L -
« newCredential % F 1% B & 5 FOFAFH 1L
REISHL:
* Bignteger % 2RID, AP FIRFZIDME T /520978 AN H A HRIE -

HEM AT

BB

TransactionReceipt resetAccount (BigInteger requestId, String newCredential,
—String oldCredential)

WS-

» requestld Z Bl {218 KR A 1D

« newCredential %P #% B & 5 HOFAFH 1L

* oldCredential FH 7 HISMIK - B9 R FAEA AL -
RE S

+ TransactionReceipt % 5 [E] il -

UREEEE ik

2% FXRIM =P8 AR EER - BE - HUTERE . b, FH T ESDKRGCHEZ P
1€, f#H T changeCredentials B ECR AR I - BARVE R 7R B

// RARFIER

BigInteger requestId = voteModeGovernManager.requestFreezeAccount (p2.
—getAddress () );

/) PATIRE

voteModeGovernManager.vote (requestId, true);

/) VI EE

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

/) VIR EE

voteModeGovernManager.changeCredentials (u) ;

/) REEERFIRIE

TransactionReceipt tr = voteModeGovernManager.freezeAccount (requestId, p2.
—getAddress());

REHRGER PR BEEHIE

PR

BigInteger requestFreezeAccount (String credential)

MAZE
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« externalAccount F /7 BIANERIK P Hb AL
AR =58
* Biglnteger 21D, AP FIRFAZIDME T 5 20978 AN HABHRIE -

RESHL P ik P

PR A -

TransactionReceipt freezeAccount (BigInteger requestId, String credential)

WS

* requestld Z Fif F% SE1E KR [E 1D

* externalAccount F 7 ZMERI F HEALE -
IR [EZE

+ TransactionReceipt % 5 [E] 1l -

AR VR T

2% F R R =R ARBEIER . RE HUTERIE. A, A T BRSDKCRAEE L FH P R#
1E, @ﬁﬁTchangeCredentlals?%UEJF]H%@T—Hlfl’]ﬁﬁ)i EARE R f:

// RAEBLFIER

BigInteger requestId = voteModeGovernManager.requestUnreezeAccount (p2.
—getAddress());

/) PITHRE

voteModeGovernManager.vote (requestId, true);

/] OIARE

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

/) YIARE

voteModeGovernManager.changeCredentials (u) ;

/) REEERFRIE

TransactionReceipt tr = voteModeGovernManager.unfreezeAccount (requestId, p2.
—getAddress());

KRR PP B2 HE

BB

BigInteger requestunfreezeAccount (String credential)

BWANSEL
* externalAccount FH /7 HSMERIN - Hdk -
REZE
* Biglnteger 221D, A RAFIZIDE T fEEER03C B A HAABERLE -

R P

PREE A
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TransactionReceipt unfreezeAccount (BigInteger requestId, String credential)

WS

» requestld Z Fif {218 KR A 11D

* externalAccount F /7 FZMERI - Hidk o
AEES 8

* TransactionReceipt % 5 [E] il -

Mk P S A T B

2% F R I =P AR EER - B HUTERE. b, R T RESDKRGHE L
YE, f#H T changeCredentials R TI# AR B - BRI R

/) RAERBFIER

BigInteger requestId = voteModeGovernManager.requestCancelAccount (p2.
—getAddress());

// PITHREE

voteModeGovernManager.vote (requestId, true);

/) IR

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

// IR

voteModeGovernManager .changeCredentials (u);

/) REEBERHBRE

TransactionReceipt tr = voteModeGovernManager.cancelAccount (requestId, p2.
—getAddress () ) ;

REEHH K SR HE
RS
BigInteger requestCancelAccount (String credential)
BWANSEL:
» externalAccount FH P FMERI P bk -
ACIE S8

* Biglnteger # 221D, H P FRRFFZIDE T G LEH978 BN EAHRAE -
EHA P KR

PB4 -

TransactionReceipt cancelAccount (BigInteger requestId, String credential)

WASE-

e requestld Z Fif (% EF KR B AYID

* externalAccount 7 ASMERI - Hidk -
RE S

* TransactionReceipt % 5 [E] il -
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WEIREK S RN EE

2% FXR I =P8R REREIFENR - H%E - HUTHERIE. thh, FH 7 HSDKRHE L FH - B #
€, {#/H T changeCredentials BRECE I HA R FIH - BAREHRB:

// RIEIEFIEK

BigInteger requestId = voteModeGovernManager.
—requestResetThreshold (newThreshold);

/) PATIRE

voteModeGovernManager.vote (requestId, true);

/) VI EE

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

/) VI EE

voteModeGovernManager.changeCredentials (u) ;

[/ REEERHBRE

TransactionReceipt tr = voteModeGovernManager.resetThreshold (requestId,
—newThreshold) ;

KRS EIREIK S R EHE

PREE 4

BigInteger requestRemoveGovernAccount (int newThreshold)
MAZH

* newThreshold HT1FHH -
IR A S

* BigInteger % 51D, F P FHIRAIZIDE T/EEERIZC B A H A HERAE -
WEFBE

PR

TransactionReceipt resetThreshold(BigInteger requestId, int threshold)

BWASEL
o requestld Z Fif 215 KR [B] (1D
* newThreshold FTHH -

R EZEL
+ TransactionReceipt % 5 [E] 1l -

TEERI P I R — R R

5% PRI KRB EER . R HUTERIE . i, T HRSDKORATEZ F P
YE, 18 T changeCredentials R ECE IR FIH - BAREHRBI:

// RAELFIER

BigInteger requestId = voteModeGovernManager.requestRemoveGovernAccount (p2.
—getAddress () ) ;

/) PATHERE

voteModeGovernManager.vote (requestId, true);

(continues on next page)
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/) VI EE

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

// VI EE

voteModeGovernManager.changeCredentials (u) ;

/) REEERHBRE

TransactionReceipt tr = voteModeGovernManager.removeGovernAccount (requestId,
—p2.getAddress());

KM ER—MAEIK P R R E

PREEA

BigInteger requestRemoveGovernAccount (String credential)

BMAZE
* externalAccount A AFMERI - Hidk o
EESE
* BigInteger 51D, P FHRAIZIDE T/EEER7C B A H A HERAE -

T B — A~ R EE e

PB4

TransactionReceipt removeGovernAccount (BigInteger requestId, String credential)

LN =€

o requestld Z Fif 215 Kk [B] (1D

« externalAccount F /7 FIFMERI P itk -
ACIE S8

+ TransactionReceipt % 5 [E] 1l -

TEH S0 — D B TR

7% PRI KRB EENR . R HUTERIE. i, T RSDKORATEZ F P
YE, 18 T changeCredentials R ECE IR FIH - BAR R HRBI:

/) REEREIEK

BigInteger requestId = voteModeGovernManager.requestAddGovernAccount (p2.
—getAddress () ) ;

// BITHE

voteModeGovernManager.vote (requestId, true);

[/ IR E

voteModeGovernManager.changeCredentials (ul) ;

voteModeGovernManager.vote (requestId, true);

// IR E

voteModeGovernManager.changeCredentials (u);

/) RAEEERHERE

TransactionReceipt tr = voteModeGovernManager.addGovernAccount (requestId, p2.
—getAddress());
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RAEDI— MK R HIE

BB A -

BigInteger requestAddGovernAccount (String credential)

WS
» externalAccount F FFZMERIK F AL -
R[EZE
* BigInteger % 51D, P FHRAFIZIDE T /L7 A HERAE -

A — BRI

PREEA

TransactionReceipt addGovernAccount (BigInteger requestId, String credential)

WMASE-

o requestld Z Fif U ZE1E KR [B] 91D

* externalAccount FH /7 HSMERINC - Hdk -
REZE

+ TransactionReceipt % 5 [E] 1l -

ANRNE SR HAEE

W

AR E R RIRE S AR 2 EHIAE R R, A B o Z EE, E5% L.
TRERIK P AN — N R ETR

2% PRI =P RERTFENR S R HUTERIE. i, EH T S SDKCRANFEZE FH P
YE, f#H T changeCredentials IR ECE VI AR KA - - B RH:

/) FEBFER

BigInteger requestId = voteModeGovernManager.requestAddGovernAccount (p2.
—getAddress () , weight);

/) PITHRE

voteModeGovernManager.vote (requestId, true);

// YA

voteModeGovernManager.changeCredentials (ul);

voteModeGovernManager.vote (requestId, true);

/) YIAE

voteModeGovernManager.changeCredentials (u) ;

/) REEERFRIE

TransactionReceipt tr = voteModeGovernManager.addGovernAccount (requestId, p2.
—getAddress (), weight);

KA — M EEIK P R EHE
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BigInteger requestAddGovernAccount (String credential, int weight)

WS
» externalAccount FH 7 FFMNERI P Hbdik -
* weight F AN - IR E
AEES 8
* Bignteger % 2RID, AP FHFIRIFZIDME T /520978 AN HABHRIE -

I — D EEMK

BB

TransactionReceipt addGovernAccount (BigInteger requestId, String credential,
—~int weight)

BASE:
o requestld Z Fil {218 KR A 11D
» externalAccount F 7 HIZMERIK 7 HidE o
* weight FINANK - HIFLE
REZE
* TransactionReceipt % 5 [E]#l -
HAAZ 5
BB BURARML, AT S BT R E I R B

1.4.3 H@H B8O
M EE T

HEK - BT BES L T EndUserOperManager S 47 B 4%, 1EANIZE:

QAutowired
private EndUserOperManager endUserOperManager;

Bk

B RB:

’ String account = endUserAdminManager.createAccount (plAddress);

PR A

’ String createAccount (String who)

BMASE:
+ externalAccount fF8IIEERINK F HOYMNERIN 7 BOARAEH B AL
IR [E] S5
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o String FFTEE MK #b ik

HEMAPAH

NN

’ TransactionReceipt tr = endUserAdminManager.resetAccount (p2Address);

PR A

’ TransactionReceipt resetAccount (String newCredential)

WAL

* newCredential 5 H#eRAEARI AL -
REZH

« TransactionReceipt % 5 [E] i

Mk P SR A T B

BRI

’ TransactionReceipt tr = endUserAdminManager.cancelAccount () ;

BB -

’ TransactionReceipt cancelAccount ()

REZE
+ TransactionReceipt 22 5 [E] il

O E Mk P R R

B AR

List<String> voters = Lists.newArrayList();

voters.add (u.getAddress());

voters.add (ul.getAddress());

voters.add (u2.getAddress());

TransactionReceipt tr = endUserAdminManager.modifyManagerType (voters);

R4 -

TransactionReceipt modifyManagerType (List<String> voters)
//EEERE, RENNECEHR

TransactionReceipt modifyManagerType ()

BMAZH:

o voters (FA[3%) MASH A TR LT KL ERNFTFEZEL N, HvotersfI K/NA TN - ARG H2-
SHIERI a0 FRvoters NMEN, MERIAAFF G % R .

ACIE S8
+ TransactionReceipt % 5 [E] i
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I — R

YNNI

’ TransactionReceipt tr = endUserAdminManager.addRelatedAccount (userAddress); ‘

PB4 -

’ TransactionReceipt addRelatedAccount (String account)

WASE-

« account HAINEF A SN~ #b k-
IR [E 25

» TransactionReceipt ¢ 5 [E] il

1] S ' 5

NN

’ TransactionReceipt tr = endUserAdminManager.removeRelatedAccount (userAddress); ‘

PR

’ TransactionReceipt removeRelatedAccount (String account) ‘

WA

o account MM ERTF AR FMERIK P Hb L -
RS

« TransactionReceipt % 5 [E] i

AR TR EERHA
HEMFFAH

7% PR MM =P8R RERFEIGEK - HE - HUTERIE. tta, A 7 HSDKORGHE L F - B #
Y&, 1#F T changeCredentials BRECR I HANE RO 7 o #1301 A % ZEAE R IR VELE Social VoteManager 2R
. BRI

/) REHRFIER

TransactionReceipt t = socialVoteManager.requestResetAccount (ul.getAddress (),
—pl.getAddress());

/) PUTIRE

socialVoteManager.vote (requestId, true);

// IR E

socialVoteManager.changeCredentials (ul);

socialVoteManager.vote (requestId, true);

// IR E

socialVoteManager.changeCredentials (u);

// REEERHBRE

TransactionReceipt tr = socialVoteManager.resetAccount (ul.getAddress (), pl.
—getAddress());
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REEEN P AAREHIE

BB A -

TransactionReceipt requestResetAccount (String newCredential, String,
—o0ldCredential)

WMASE-
* oldCredential F /= FIFMMK = #O R AL AL -
* newCredential % F 1 5 & 5 HOFAFH 1L
REZE
+ TransactionReceipt % 5 [E]#l -

TransactionReceipt vote(String oldCredential, boolean agreed)

TN =8
* oldCredential %728 B 7 AR P H k-
e agreed &7 AE

IR [E 25
» TransactionReceipt 2 5 [E]H( -

HEHPRH

TransactionReceipt resetAccount (String newCredential, String oldCredential)

WANSEL

« newCredential % F 1 5 & 5 HOFAFH 1L

* oldCredential F /' IFMNERIK 7 H R FAA L -
R EZEL

+ TransactionReceipt % 5 [E] 1l -

1.5 A Hdemo

1.5.1 5% fdemo
FiFdemo

HFIEE 2 demo
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pragma solidity 70.4.25;
import "./AccountManager.sol";

contract EvidenceDemo {
struct EvidenceData {
string hash;
address owner;
uint256 timestamp;
}
address public _owner;
mapping (string => EvidenceData) private _evidences;
// import AccountManager
AccountManager _accountManager;

constructor (address accountManager) public {
// import accountManager
_accountManager = AccountManager (accountManager);
// set user account instead of external account
_owner = _accountManager.getAccount (msg.sender);

require (_owner != 0x0, "Invalid account!");

modifier onlyOwner () {
// get user account by external account
address userAccountAddress = _accountManager.getAccount (msg.sender) ;

require (userAccountAddress == _owner, "Not admin");

—

function setData (
string hash,
address owner,
uint256 timestamp

) public onlyOwner ({
_evidences[hash] .hash = hash;
_evidences[hash] .owner = owner;
_evidences[hash] .timestamp = timestamp;

function getData (string hash)
public
view
returns (
string,
address,
uint256

EvidenceData storage evidence = _evidences[hash];
return (evidence.hash, evidence.owner, evidence.timestamp);

FAUE S 2R demo fEFEH 5 HIERE TE S

Welcome to FISCO BCOS console(1.0.9)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ / \ / \ | \ / \ / W g
-\

(continues on next page)
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[E2W))
| $$SSSSSS\8SSS8S| SSS8S88S | $8888S | $SS988N | SSSSSSS| SSSSSS| $88S8SS| $$SSS
I(HE;_ | $S | $S_\$| $8 \$l $$ | $S | $S_/ S| $$ \$1 88 | 81 $s___\
{Hii \ | $$ \$$ N $$ I $$ | $$ | $$ S oss | $S | $S\$$ o
IM;$$$$ | $5 _\$$888S8| 88 _| $$ | s$8 [ $SSSSSSI $S 1 88 | $S_\$S$S$SS
I(HE; oSS NI S o$s_/ | ss__/ S$S [ $S_/ SI $S__/ | $$__/ $1 \_I
qui | $8 \\$$ $S\S$s $S\S$S $S | $$ SS\SS $S\S$s $S\S$S
Tzi \SSSSSS \885888 \$$5$585 \$88888 \$555585  \$$588S \$88888 \$S588$
5

[group:1]> deploy EvidenceDemo "0x08ba44f04df9671a2fc298756bc06fldbcab56ell"
revert instruction

[group:1]> deploy AdminGovernBuilder
contract address: 0xc00504c8dad8f75d08ebcedadf7c7b1d13b327d5

[group:1]> call AdminGovernBuilder 0xc00504c8dad8f75d08ebcedadf’c7bldl3b327d5 _
—governance
0x24c327£0b£851a936c50490019142709067b711d

[group:1]> call WEGovernance 0x24c327f0b£f851a936c5049p019142709067b711d,_,
—getAccountManager
0x6e869333ale3dc83501723b7dcb624b09c1757e3

[group:1]> deploy EvidenceDemo "0x6e869333ale3dc83501723b7dcb624b09¢c1757e3"
contract address: 0x99276281a782a199d1998ce7a56927d99dcdb6cba

[group:1]> call EvidenceDemo 0x99276281a782a199d1998ce7a56927d99dcd6cba setData
—"hash" "0x6e869333a1e3dc83501723b7dcb624b09¢c1757e3" 1

transaction hash: |
—0xc7£2531ca%e968a97a6035a4fbfa79f2a0cda7adfb4b9£878e36e4a879fa5249

[group:1]> call EvidenceDemo 0x99276281a782a199d1998ce7a56927d99dcd6b6cba getData
—r "hash"
[hash, 0x6e869333ale3dc83501723b7dcb624b09c1757e3, 1]

#ikdemo
Ik A 2K demo

pragma solidity 70.4.25;

library LibSafeMath {
function sub (uint256 a, uint256 b) internal pure returns (uint256) {
require (b <= a, "SafeMath: subtraction overflow");
uint256 ¢ = a - b;

return c;

}

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 ¢ = a + b;
require(c >= a, "SafeMath: addition overflow");

(continues on next page)
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return c;

pragma solidity 70.4.25;

import "./LibSafeMath.sol";
import "./AccountManager.sol";

contract TransferDemo {
using LibSafeMath for uint256;
mapping (address => uint256) private _balances;
// import AccountManager
AccountManager _accountManager;

constructor (address accountManager, uint256 initBalance) public {
// import accountManager
_accountManager = AccountManager (accountManager);
address owner = _accountManager.getAccount (msg.sender);
_balances[owner] = initBalance;

modifier validateAccount (address addr) {
require (
// predicate account status
_accountManager.isExternalAccountNormal (addr),
"Account is abnormal!"
)i

—

modifier checkTargetAccount (address sender) {
require (
msg.sender != sender && sender != address(0),
"Can't transfer to illegal address!”
)

—

function balance (address owner) public view returns (uint256) {
// 1.get account by external account, 2.get balace by account.
return _balances|[_accountManager.getAccount (owner) ];

function transfer (address toAddress, uint256 wvalue)
public
// validate source & target account
validateAccount (msg.sender)
validateAccount (toAddress)
checkTargetAccount (toAddress)
returns (bool)

// 1. get source account

address fromAccount = _accountManager.getAccount (msg.sender) ;
// 2. sub the balance of source account

uint256 balanceOfFrom = _balances[fromAccount].sub (value);

// 3. modify the balance of source account
_balances[fromAccount] = balanceOfFrom;

(continues on next page)
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(£ ET0)
// 4. get target account
address toAccount = _accountManager.getAccount (toAddress);
// 5. add balance of target account
uint256 balanceOfTo = _balances[toAccount] .add(value);
// set the new balance of target account
_balances[toAccount] = balanceOfTo;
return true;
}
}
B0k & L) fIdemoTE FEHI A IR BHE 4
Welcome to FISCO BCOS console(1.0.9)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.
| I \/ \ / \ / \ | \ / \ / \ / ~
<\
| SSSSSSSS\SSSSS | $S8S8SS | $S888S88 1 $888880\ | SSSSSS8S] $8S8S88S 1 $888S8S] $8888
<=5\
| $$__ I $$ | $S__\$| $3 \$1 $s | $$ | $$__/ S| $$ \NST $s | S $S___\
383
[ $$ N\ | $$ \$$ \l $$ | $s | $8 | $$ S Ss | $$ | $S\S$$ o
<\
| $8888 | $$ _\$$$$85| S8 1 s$$ | 88 | $$88S88381 88 1 8$ | $S_\$$88S
<35\
| $$ _Lss_1 NI s oSS/ | $S__/ $$ [ $$_/ SI $$_/ | $$_/ SI  \_I
383
| $$ I $$ \\$s $S\S$s $S\S$S $$ | $$ SS\S$s $S\S$s $S\S$S
353
\$S \SSSS5S \SSSSSS  \$S5SS8S \$5S888S \$SSS55S  \$SS5SS8S \$S858S8S \$$8SS
N

[group:1]> deploy AdminGovernBuilder
contract address: 0xdl7a5cdcbb5edblcc3ce67c71c8e0eldd07£33914

[group:1]> call AdminGovernBuilder 0Oxdl7a5cdcb5ed4blcc3ce67c71c8e0el1dd07£33914 _
—.governance
0xda80ff2d1cd498c86439cf52clbla8bbl0lda6fbc

[group:1]> call WEGovernance 0xda80ff2d1cd498c86439cf52clbla8bb0ldabfbc,
—getAccountManager
0x199a2b9f43415f1f5ca9%dabdc7c3dcl24c531£d5

[group:1]> deploy TransferDemo "0x199a2b9f43415f1f5ca9da6dc7c3dcl124c531£d5" 1000
contract address: 0x7873756b7a93afed89482040257d332e3£c72336

[group:1]> call TransferDemo 0x7873756b7a93afed89482040257d332e3£c72336 transfer
—"ox1" 1
The execution of the contract rolled back.

[group:1]> call AccountManager 0x199a2b9f43415f1f5ca9%da6dc7c3dcl24c531£d5
—newAccount "Ox1"

transaction hash:
—0x£f5a806396256e01295d014edf5688afdc0e7cl1f4363c47£5bd083a14£1398192

Output
function: newAccount (address)
return type: (bool, address)

(continues on next page)
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return value: (true, 0x941d587493454784874e7d463dc76368£20bd3ff)

Event logs

event signature: LogSetOwner (address,address) index: 0

event value: (0x0000000000000000000000000000000000000001,
—0x941d587493454784874e7d463dc76368f20bd3ff)

event signature: LogManageNewAccount (address,address,address) index: 0
event value: (0x0000000000000000000000000000000000000001,
—0x941d587493454784874e7d463dc76368f20bd3ff,
—0x199a2b9£f43415f1f5ca9da6dc7c3dcl24c531£d5)

[group:1]> call TransferDemo 0x7873756b7a93afed89482040257d332e3£c72336 transfer
—~"0x1" 1

transaction hash: |
—0xdbe329df31c18fd54b87139045db1fe2d0358¢c54139f1b2b649fb730c9%9a33420

Output

function: transfer (address,uint256)
return type: (bool)

return value: (true)

[group:1]> call TransferDemo 0x7873756b7a93afed89482040257d332e3£c72336 balance
—"Ox1"
1

[group:1]1>

1.5.2 SDK% ,Demo

1RAL T SDKE BUF# FH Fdemo, JE R T WA/ f# FHJava SDK - 1#1E 7] %% Governance-Account-Demo
1.5.3 MHAACHSULEA

BRI E

#T ¥ src/main/application.properties, EXGERCEEE. -

## A9 ID

system.orgId=orgl

# BERIpSRE, ZT A 508
system.nodeStr=[ip]: [channel_port]
## FEHID

system.groupId=1

HEhizfT

./gradlew test

A EE B AE T4 Rk -
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[LELY

WeBankBlockchain-Governance-Authority i€ i/ 8 X S EEA R VA LA 14, BE NGRS N IT L EHERILE
K-~ BREMIFREE TR, 15 LE T LU B TS RS R A QMR RIA 2 -

2.1 HHENE

211 B&
WEERAYSHEEE, BORRE M ANEES ARIRES . MR A LIMIRES, I
TR RS SER . Flin, FiEHEd, BT LEFENRES, TETEELEZAREH

HIRREL, SXERE AR F A RRER, RX LRI EfENIRIEEZE, BEZHM S
G R S o

WeBankBlockchain-Governance-Authority ¥ B FI7E T 8 e & A FF & & IR AR R Th e - FFAE R
g, BFEEREAR . [N, §— 0% TRSIRIGE G LM TREA M55 G LR EH
M, SRR ES A TR EARIGE G2, AFERENSEL, BB .

2.1.2 Ktk
ORI B A PR B
TERURIRR A, AT LANE S RECA M BAUR, [F— A2 H R AT A R AR i B

MEREMH PR
BARBEINRICEREA AN A, 5T LI BB BORER 5 AR -
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R

A5 E A ATFEAENE T FIARIRG LML, Hdid e 7R ZN BRI ) sR £ P 07 (IR BR 5 2 AN PR
e, WAl LA BR ) -

ST HMK
TFRREHAR, BSCRndd Fahh SOEABIR G2, BaFmE sdk ST -

BELE 2L LR

SO E RO RAETRERIGE . PO, §—EHA, FTUERTES MK
PERRER: EXF 0NN, B—MAEERA S, 1AHEZ 0 2 AUCHE I BERORTE QT 5 ER

=)

2.1.3 BiREHE
=) 1=
auE LiER
RS

LA BT -

BNAERE, BN LFENMBIREYY, WSS TLS5EH, PIRGNES THREE -
MABRISARE, Z5A60AEFERAEMEEA, HERAMEATHMALS Y, MEMEANTIE
BRGNP ELIER -

BEEEAEERALS AR, EAELSEANTHEESRSANREGAERZHFZ
BEWR B ZEE - S THRANME, PERAB R T FEE AN ARREEIR, B4
LK T B SR - ML R %L -~ BT TH A Flan, HAE S Taliceflbobii MHutE, %
BT A 2 fhelloworld bR £, H HZAH2 1T THA BEAT, IBAHEWRE (U HaliceMbob A A1 7]
%A 2 Hhelloworld PR &%, T H ALK P2 A 0T LAA [RZ KL ABE S Tcarollk ', FF RBE T HA4 K
HfunctionB, T H1% B WEA B, I 4 EIKE carol & & # functionBIK 74 2 i HLABMK 7 /] DLUIE
WAL AL -

2.1.4 HERH

BRI ZTT A — MAERRERYY, ZORE PRI GEH A SR MA, FIaniEfAiE - X, A
FREANEEAWENREEGAPEEH A H, R E AR INERZAE S - BINAER R,

44 Chapter 2. FRIGEAM:



WeBankBlockchain Gov Documentation, & #i v2.6.0

FRHIOy A2 AR AL ESERE , AURANIRI A, = 88 B 2 S P AE VA X 2 R K e
fge, ¥HIapdss, B OUE S A5 AT LUA X LR %L -

2.2 HREHIG

2.2.1 A &K

Hf#:
« JDK1.8 B3 DL ERRAS, #7515 FOracleJDK - CentOSfyum € % HOpenJ DK £ /JCE(Java Cryptog-
raphy Extension), 2 5EJavaSDKICEIE 155z X BREETT 5
o 5% JavalMEE
« FISCO BCOS X SREEIMEFEE S % FISCO BCOS L4 e

o FLEIEENE . B PTIERZFIFISCO BCOS ™ &4 ‘channel_listen_port /& 75 Bbtelnetill, #telnetNil, 7
BT W 4% P N2 4 TR .

2.2.2 IR

PERBNFRIE & R D A e IREAMNLSE T - IRHE TN FTIREGIRERE - BLE; WHH MR
ARG« FEEAREAA « X5 — R BEFERENZRE], 87 EH 1k 55 & 2 HelloWorldFL
BEARR, DAGEET R IR TR - X — TN AR EEE:

(VaFTT] MENREA
(Ak557] #EHelloWorld &4
« [WF7] BlEHelloWorld FIF PR
o (kg5 77] BUREIE
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BBE WEH

© =
& ah)

+

HEREEY 0 |

+ +

P4 ZEHelloWorld&£)

+
|
I
|
I
|
I
I
I

' +
SRS -@. i
| @ AR

BeAh, BIERRE AT LU Ed &, 8038 5 Csdk AT 30 AT BB R G H T FISCO BCOSTE
il & 1E R F PR EE A2« WRENEH & FBREARGE, BISHFISCO BCOSTEH| 5 2t -

BHTE

it git FEIRIY, REBCEREA LY

git clone https://github.com/WeBankBlockchain/Governance-Authority.git
cd auth-manager/src/main/contracts

JE BN &

MEBNFE A AL (B _E Cauth-manager/sre/main/contracts H & 1 (I T A A FS) #5 DL EHEH &
Jcontracts/solidity H & T -

R B S

bash get_account.sh
bash get_account.sh

%5 53 2 Upem A CRIFAETZ B 5 Faccounts H X N « AR E— DB MOV IREEBIK ", FHTRIFN
AL FZAGMHmE LSk, AT HelloWorld&4) - LURHE R BB hEHI G

bash start.sh 1 -pem [JAFEDipem X, Waccounts/xxx.pem]

HEDREH
FEERGE, NP LERERR G T .
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[group:1]> deploy AuthManager 1 [] [] O
contact address: [*Yﬁﬁé\éfﬂi@ﬂt]

AuthManager/E T RIGH G2 . FRFRIIEF] A —HE5aTEERNSE, % EEESAIT . &
FERIE . ZR[E contract address” FREMA R & 2L - FREJE, DURIGEE G 5 (7 A] DIBRIEZAUR &
#.

¥ ZHelloWorld &%)

HEIRFE A EE TRRGE NG, W HIAFERIIRIGHE S5 ANHCHERESYY -

4% E HelloWorld &4

MERANTEH — 1 HelloWorld&E BEAZ), B T:

pragma solidity 70.4.25;
contract HelloWorldf{
event Hello();
function hello () public {
emit Hello();

}

}

R ORTIHITE FETAuthControl, % FiATT G AL &4

pragma solidity 70.4.25;

import "./IAuthControl.sol";
contract HelloWorld({
IAuthControl private _authManager;
constructor (IAuthControl authManager) {
_authManager = authManager;

}

event Hello();

function hello() public {
require (_authManager.canCallFunction (address (this), msg.sig, msg.sender));
emit Hello();

}

FIANFT U R =2
« £—2, 5 AIAuthControl.sol X4 (53%Timport)
o BB, EMEINETEANIRIGE AR (5858 58817)
o =D, WSS RET T ABRIGEL S LRI R AT Z 5 (551247 canCallFunction)

HA, HNcanCallFunctionfd A T =550, For AR A28 ()« 57 8 H & 2 5 E AR A 2 5 A48
HETRE . EE, WSV FcanCallFunctionfs), RFREIE#H M EEESHE, X=4MT a2 F
T HETIHITENS - BATE L5 h:

o address(this): F%7~ 2 FiiHelloWorld & 230 & f5 B #b ik
o msg.sig: HETREL (RFIH Hhello) HIREZEE 4 -
* msg.sender7~ 2 il AU -
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HelloWorld & 233 &

FHelloWorld.sol#% Il #5514 contracts/solidity H 3k - |5 oh# ] & #3 & HelloWorld 524

bash start.sh
[group:1]> deploy HelloWorld [IN[REZUHE]
contact address: [HelloWorld%é@f@iﬂ:]

Hep, ME R BUE ARRARG AL, aX D ibsR B A PR & 23R B 5 AL -

ZEit, WETHRATECESEMN, BIETEFEDEREEREIER, FovfEIaE R &2+
HATAURANECE -

2.2.3 NRACE
PITELUATE T B R ahissl &, DUEBRERRIGEE A4

’bash start.sh 1 -pem [AEEpem X, Waccounts/xxx.pem] ‘

HTARIGHE &2 2 THR, FEEQL—NH, %HAH % NexampleGroup, ZHUIFRIXNMHEH
HEH, FORT R RECEGE B2 B8, U H AR AT LT R SRR R -

’[group:l]> call AuthManager AR 2tk ) createGroup "exampleGroup" 1 ‘

BEJE, R P AN %A

[group:1]> call AuthManager AR &2t addAccountToGroup (MK 5577 T P 3t )
—"exampleGroup"

W, RERRBRA, X AR RV R R AL

[group:1]1> call AuthManager [M[REZHINE] addFunctionToGroup [HelloWorld&# )itk
—"hello ()" "exampleGroup"

HA | HelloWorld & A4k 3.2.277 HERE HelloWorld & 2V J5 AL ;
St E R, MOCE LSS 78 iR hello R %Y -

2.2.4 BF
LA PRRI AL B 525, X AN B HelloWorl d 3R EE [RI3t 2 R4 8 - 10 LARENLEO B 5 FE Bhisshl &

bash start.sh
[group:1]> call HelloWorld [HelloWorldé\?’\jfﬁﬂtJ hello
The execution of the contact rolled back.

XA, HTIZS M AEEZ BN, ViR . (HaR a2 8240 5 #5135 % F HelloWorld,
HLAT AR
bash start.sh 1 -pem [ﬂ%ﬁmﬁ%pemjﬂqﬁ ﬁﬂaccounts/xxx.pem]

[group:1]> call HelloWorld [HelloWorld/Ex\Z/\]ﬂﬁﬂJ:J hello
0x21dca087cb3e44£44£f9p882071ecbecfcb500361cad36a52d39900ea359d0895

2.3 IRETFM

X E R AAEAR G2Y - RAGR ST, TRARETRMAE, WREZRET, 87T
ELNTER BN R &2 - FLEARMN, A5 ZRSE P LA
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2.3.1 B
WAL SRR A2

PRIGE K& N3 R LFad - PIREY.
« WS BLRMFECIIRNEY, NETARAMN - k55 E 208 7 AR & 2K canCallFunctoin i
HOREEAREAH -
o« TREARABIFR BRI AuthManager 52, T HCEMBLLMK 7 AT LA RIBRLE & 29 MR LE R £ . AT
LUAREZ k55 B LIRIALR -

H

HTE ST WL AT LI R EE R Y . AHE S HIE BT
< IKPFIER
o B0 BAEWA AR
- B B
- A% B
- REUIER
il CERECE,  RIVATRE PR LR AT L R AR L bR £
c RET—MEAEA, BWENHNKSANGED FLIX LR AL
c RET-IAZEH, BEWECHA AT LI RX R L

REER

RRGHE LA MEL. BHAKA . ZASEK
« BHAKKT, HRE-EHABHARE: BT LERLEH AR -

« ZARSERAT, FrEREDESRELT . ZHKA T LEEEARLE - LT LB ER 251
- REMME .

— PRFRIGE S AR ER AIE, — BifE —iat, stk

BEREA

BEEEPRAN . 2 ERAFIE EAER .
« ZEMRNAT, ARFLEAD B NELRET, SEAET .
- BENERNT, §rRANEANMNAONE, SER0SNER B NEER, RRNE

i

ZERBENERENTH— MG, AL ASHNENL -

2.3.2 AuthManager& 28 O %1%

. GHIERE

BYR BN FERESEE AR RGEEASEA . N AEE AR TIHRECERE D
« createGroup | ##2H
+ addAccountToGroup Rk F s I 2140
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addFunctionToGroup & £\ B £ R B 2] 2H
removeAccountFromGroup R F* A A% B
removeFunctionFromGroup K543 RS 4H 1) K BRBUE

PAUR A #EZ A 2B N RRIRECE R T -

requestCreateGroup 15 3K | #4H

requestAddAccountToGroup 15 KRk Es N 21|40
requestAddFunctionToGroup 15 KK & 44 s £ BX 21| 28
requestRemoveAccountFromGroup 153K R F* WAH A5 FR
requestRemoveFunctionFromGroup 15 35 A& £ R £ 5 4H 1) R BX BUH
approveSingle % Zi5 5K

deleteSingle il BRidE =k

getRequestSingle B F1H K

executeCreateGroup /&40

executeAddAccountToGroup TR 7 8 Il 2 2H
executeAddFunctionToGroup FAUTH &2 AL R BX 2 4H
executeRemoveAccountFromGroup FUT Rl 7 MEE A F5 B
executeRemoveFunctionFromGroup U 7RF &2 R £ S 4H 1 R BR B

LAUR i@ &R A

containsAccount
containsFunction
getGroup

canCallFunction

DU & B T IR B O -

transferAdminAuth

iSAdmin

LA Z A 2T Aia B O

requestSetThreshold
requestResetGovernors
executeSetThreshold
executeResetGovernors
requestAddGovernor
deleteAddGovernorReq
approveAddGovernorReq
getGovernorsToAdd
executeAddGovernorReq
requestRemoveGovernor
deleteRemoveGovernorReq
approveRemoveGovernorReq

getGovernorsToRemove

50
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» executeRemoveGovernorReq

BHERE

YL EREINPRIAEE 52 AuthManager -
ZHOHEA
o uint mode: 1-EHGMEN, 2-1GHEZE RSN . (RAEEE AR, WLk HEHEA -
* address|] accounts: FJIEANVAHZE A 255K - Nmode N2HTH AL, Wkmode N1, MIARSEE = EH

AT .
* uint16[] weights: ¥JIRVAHEZE R SANE - Xmode W2 E R, 1 Fmode 1, MIASE (L 2 FLH AN
.

* uint16 threshold: FEH XA H/IMIUE « {Xmode M2 ERL, W mode i1, MIASHUEORIA
R HEEE GRS TRARIAHEAY . FHE =SNG — L 2SR .

deploy AuthManager 1 [] [] O ‘

w2 FEBLRASEANNREEESY, FERALSERLTETN . HUZR2E& =i, 25
70x17,°0x27,70x37, BEREDIFEIREAfEET, MERE =00

’deploy AuthManager 2 ["Ox1", "Ox2", "Ox3"] [1,1,1]1 3 ‘

B L NFR DR AR E N -

I3 %E%?mzﬁm*ﬂw&/éfi/\fﬁ HHERAETHERZFN . LRSS =R, o
FH570x1770x27,°0x3”, WESRINL, 2, 3. EREMNE R4, WEAEEK- UHJﬁB%ﬁﬁjv:

deploy AuthManager 2 ["Ox1","Ox2", "O0x3"] [1,2,3] 4

createGroup

UiEH: AlE—1E .
WHESK: HEIARENEER - ZHLIFE -
ZH A
* string group: H4%
e uint§ mode: HREBLHAZHLHE . -HELH, 2-BLH

addAccountToGroup

Y. R P IR A B H A
VRZSR: ZORAFTAAE VERR . BRECHEE, AR HMAREXMET -
SEU A

+ address account: ik F B HE

* string group: 44
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addFunctionToGroup
Y RRESARERECCEKRIAS - WHIE, HURANEZRA, WOCEANK S AT LT [RZ R
8, HHAIENRAEBA, WOCEHNKE A RVFDTRIZ R EL -

FRESR: HErAAENEEN . ZRACHOE, HRECREREREEMNAS (TieRAH, TEH
fib2H)

SHOA
+ address contractAddr: MV.55& 2t
o string func: W55 AP R RELREUN 2 FAFH, Q17add(uint256,uint256)”,"hello()" 55 -
* string group: 044

removeAccountFromGroup

URAH: R P ok MZH RS BR -
WHESK: HFIAAENVEER . ERACHOE, HRPEINEF .
S

* address account: Ik btk

* string group: 2044

removeFunctionFromGroup

YA BUHRE SR RES HRRE -

WHZESK: SRAEAEEA . ZRECHOIE, BREBCHREKREIA -

SRR
* address contractAddr: .55 & 2k
« string func: MV55 G LR RERREHIZE 24 FAT 8, W17add(uint256,0int256)”,"hello() 45 -
* string group: H44

requestCreateGroup

Y. EROIE—NH . REFNFEE—PRIERER . ZBEWERF, BERNEREHITEMER -
FRZER: HERAE NIREER S, NMEEHMARKHRIFERIEK -
SR

* string group: 44

e vint8 mode: HEELBLRZHLH . -HLH, 2-BLH

requestAddAccountToGroup

WA TESRFK A RINEIE . REERNFE—PRIRER . ZHEHESF, BRNERBEITEIER .
VARZESR: HRRAE NIRER RS NMEAEHMARKHRIFERIEK -
ZH A

+ address account: Jik 7 #i ik

* string group: 2044
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requestAddFunctionToGroup

WA ERFERECRHEIE - REEFRN A —PRRER . ZHEWESF, BENERBEITEMPR -
WHESR: YHTHAE NREER SN AEERMAR R HRIFRIER
ZHAR

+ address contractAddr: V. 55& £ HiHE

o string func: M55 & A FRFRER BN 2 PR, W17add(uint256,uint256)”,"hello() 55

* string group: 44

requestRemoveAccountFromGrop
i&%ﬁ%: ESR I P it NH T REBR - REEFINFAE— N FRER . SEEWERF, BENERBEITEM
B
WHZESR: HEIRAAE MGEZR SR, NMEERMAR KRR ZIER .
SHH.
+ address account: Ik B IE
* string group: 44

requestRemoveFunctionFromGroup
YiH: EREUHRE SRR B EHR KRR . HREEFANFE—TREER . ZHEWHEF, BRIEREH
Fraips .
WHESR: SRIAAE NGHEZR 2R, NEEHMARKHRIFEZERK .
ZEC A
« address contractAddr: V. 55& £ HiHE
* string func: M/ 55 GV RFRERRAAIZEA FAF R, A17add(uint256,uint256)","hello()"45 «
* string group: 4%

approveSingle

Y SRR BHTERE .
WHZESR: SRRAE MREZRSHA; REDRKH
S

o uint8 txType: 1HREH . I (GFREMFIE) —T7

deleteSingle

YA BRI DIEZR -
WHEZESR: SRIHHAENGEZR KA REERKH -
SR

o uint8 txType: 1HRFAH . I (GFREMFIER) —T7
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getRequestSingle

WA RECEDNRKRANERREER -
WHESR: WELRRKHA -
SEA

* uint8 txType:
A IR
* uint256:

HRER . I

wRid (AT LAZZHS)
THRA AR hE
RN D&Y TN
o address: (7] LLZZHE)

* uint256: H HIE R RN E
o uint8: IERFE
(A A7)

e address:

e uint256:

e uint8:

executeCreateGroup

WA TR -
FHZESR: HHrAAE NREZR A

executeAddAccountToGroup

V. PATRIK P A E A AE K -

FRZESR: HHTARERER R 2R

executeAddFunctionToGroup

VL PUATRIL S5 R BORBREIE FIE K -

VRZSR: SRS EEZR R 2R

executeRemoveAccountFromGroup

VB BUTRIK ~ H R PREIE K -

FHZESR: YHTRAEEEZ R 2R

executeRemoveFunctionFromGroup

iRH: BT EGE V55 sR BRI ZE S B 5 3K -
VAZSKR: YEiHE NIRET RS

ESnAnE

GERRELIR) —7

. W GERRBFIR) —1

HREHRE

A
@

IEENX Ee bl

RO BEEL

RO

TR OHBTEL

54
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containsAccount

Ui BWE kKA REMNTE—HF -
WHER: T
ZH A

* string group:2H4%

« address account: K

containsFunction

Y. BIE—-SAREGE S CREEIA -
WHER: T
SRR
* string group: 044
» address contractAddr: .55& 2k
o string func: MV 55 A LT RFRIRREIZE A F AP, W07add(uint256,uint256)”, hello()" 4 -

getGroup

Y mAE—-NMERER
WHENR: T
ZEC A
* string group:#H44
IR EE LR
o uint8: HAEAK . 1-HH/E, 2-BEHH
* uint256: HEEHIMKFEH
* uint256: ZHRECHRREEL H

canCallFunction

Y EWE KRS ERR AR — &2 R %L

WHENR: T

ZEC AR
» address contractAddr: .55 &2k
o bytesd sig: A FRENEL T, Hsha3(BREEL FAF B HIFAI4T TR - Mmsg.sig—E-
o address caller: JEF#

transferAdminAuth

Ui EBBREHEGANRSA 5 — MK -
VHZSKR: YaAHEENERHA -
SH B
o address newAdminAddr: FTE 5 RN 7 HkE
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isAdmin

L AR T N R N e A (=82 il
VRZR: T

requestSetThreshold

BB IERERBENERE . AEFRNFEE—FRIER . SREWERF, BEEREHITEMEE -
WHESR: = Hlﬂﬁﬁﬁ%ﬁ‘/ﬁfﬁéﬁ SR ANEEHRAMIR KRR IERK -
SR

* uint16 newThreshold: A E BIE

requestResetGovernors
Y ERERIGEHERSIIREWE . RERINFE—ITFRIER . SEEWEF, BENEREHIIT
ECHIER -
WHZESK: SREHAENGEZR A NMAEEMAR KRR ZRIEK -
ZE A
* address[] governors: FHNREER S AR
* uint16[] weights: HrAVAHZE &% VAN E

executeSetThreshold

P HUTESBIEE R
VISR, YRiAAENREZA SR, B RO -

executeResetGovernAccounts

YH: HUTHEIBIEEZE R 2FIFRIER
VARZESR: HERAE NIRER RS, EREHRIREET -

requestAddGovernor

W IERETAEZ B &I — A
VARZR: HarAAE NIRER R XA, RS R R M A niE Kk
ZEU

* address account: BRI

deleteAddGovernorReq

VB MBRAINE I Z B 2 AU IE R
VREER: HRARENEEZRSMA; RIS SR T IINER
SH

« address account: FFANIIAL A
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approveAddGovernorReq

Y FERINEHEEN 2
WHESK: HaiAAEMREZER S
%éﬁl}ﬁ%:

o address account: FFZNIIE 5

getGovernorsToAdd

Y BUS TR RN INAL 5
AR [EE:

o address[]: FTE R0 AR L 4% B

executeAddGovernorReq

WA PATIER
FRZESK: HHrAAENREZE A

requestRemoveGovernor

WM. ERMIAEZ B 2 IR — A A

VRZER: HRTARE EER R 2R

SRR

« address account: FFREBRAL A

deleteRemoveGovernorReq

WiBA: BRI BRIA B2 57 2 R B1E R

FRZESR: HHTARERER R 2R

ZE A

« address account: FFREBRAL A

approveRemoveGovernorReq

ViRH: [FIEMBRIGEE B SRR
WHAZSK: YA REER
ZEHE

o address account: FFFEBR 51

getGovernorsToRemove
YA BURETE R PR 5

R [EE:
o address[]: FTHE L BRI AL 5145 B

ARt

EAne

ZHLBY;

RN P 24 R T IR INE R

RRII P B2 B T R hnig sk

BRI LR BEE M KA FRIER

BRIk P 2R T B BRIE K

BRI E A A T EBRIEK

2.3. IRHEFM
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executeAddGovernorReq

WA PATIER
VRZSKR. HETRMAE AERR R, FRINKS CEER T EIER

2.33 HEEX
AR
o E%%éﬂ 1
. BAHE. 2
SRR R

o EIRIRERE: 1
o ERHEELARYIR: 2
. ffEAH: 3
o INIIMKFEIAH: 4
o RERBREEIA: 5
o HINTEEREREL: 6
o BUHRECFIHRER: 7

2.3.4 HESdk

TERTERFIF, AT S G REBAETE - BIENIRAY) - BRTERIGI, RA W R javaftig
5/1%?}%??13_(%?%1”5 715 P SR A SDK I 7 SR FATIUBRIGEE , XL AT IR B 56 & PN 3T AR
SJPEH -

T T8
FRIETH, D@ ge N TR

git clone git@github.com:WeBankBlockchain/Governance-Authority.git
cd auth-manager

XRE AL

o NIRIGE A4

o FUPRIEFE java sdk
i

FR—: WRRSS s B % 4EGradle

gradle build -x test

77 s W R R % A R % FGradle, ] f# Hgradlew?d i¥ - LinuxEf 5% : gradlew - WindowsEf
BE: gradlew.bat. ALinuxEf855 754
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chmod +x ./gradlew && ./gradlew build -x test

HiFfE, 75%jarfl: dist/auth-manager.jar -

354
RS Zjarfl5, HEIIAZ—REITE FATRA, DEREDRER &2 -

FriE—javalil B
5] Aauth-manager sdk

BISCH, Y@ 1Fauth-manager™i H /515 2] T dist\auth-manager.jar - 7] DL Kfauth-manager.jar 5 A 2| H CLAY I H
B BlaEE N Eibs BT, REHFITIRBIALE, B5 H O B #1755 - i gradlefLEW T,

repositories {
maven { url "http://maven.aliyun.com/nexus/content/groups/public/"}
maven { url "https://oss.sonatype.org/content/repositories/snapshots" }
maven { url "https://dl.bintray.com/ethereum/maven/" }
mavenLocal ()
mavenCentral ()

dependencies {

compile ('org.fisco-bcos.java-sdk:java-sdk:2.7.0")
compile fileTree(dir:'libs',include:['*.jar'])

}

WL E

BE B A7 A7 Econfig.toml, ZFjava sdk[il &

5 75 2R Bl

ETRTERAE, F—PIKPRE, 5 ETIEEHhellopi %L -

package com.webank.authmanager.demo;

import com.webank.authmanager.constant.AuthConstants;
import com.webank.authmanager.contract.AuthManager;
import com.webank.authmanager.factory.AuthManagerFactory;
import com.webank.authmanager.service.AuthByAdminService;
import com.webank.authmanager.utils.HashUtils;

import org.fisco.bcos.sdk.BcosSDK;

import org.fisco.bcos.sdk.client.Client;

/ x %
« @author aaronchu
* @Description
* @data 2021/01/15
x/

(continues on next page)
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public class SDKDemo {
public static void main(String[] args) throws Exception{
BcosSDK bcosSDK = BcosSDK.build("conf/config.toml™);
Client client = bcosSDK.getClient (1);
AuthManagerFactory authManagerFactory = new AuthManagerFactory (client);
//Deploy contract
AuthManager authManager = authManagerFactory.createAdmin();
//Build facade
AuthByAdminService authByAdminService = new
—AuthByAdminService (authManager) ;
//Create group
String group = "badGroup";
authByAdminService.createGroup (group, AuthConstants.ACL_BLACKLIST_MODE) ;
String blackAccount = "0x01";
//Relate function
String bizContractAddress = "0x2";
String function = HashUtils.hash ("add (uint256,uint256)");/ /&R EE %
authByAdminService.addFunctionToGroup (bizContractAddress, function, group);
//Verify
boolean canCall = authByAdminService.canCallFunction (bizContractAddress,
—function, blackAccount);
System.out.println("Before blocking this account, can the account access,
—the function?:"+canCall);

//Add black account
authByAdminService.addAccountToGroup (blackAccount, group);

//Verify

canCall = authByAdminService.canCallFunction (bizContractAddress, function,
—blackAccount) ;

System.out .println("After blocking this account, can the account access,
—the function?:"+canCall);

//Remove black account
authByAdminService.removeAccountFromGroup (blackAccount, group);

//Verify

canCall = authByAdminService.canCallFunction (bizContractAddress, function,
—blackAccount) ;

System.out .println("After unblocking, can the account access the function?:
—"+canCall);

}

2.3.5 & IW.[A) 58
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G

#

# A fatal error has been detected by the Java Runtime Environment:

#

# Internal Error (sharedRuntime.cpp:834), pid=17781, tid=140031174805248

# fatal error: exception happened outside interpreter, nmethods and vtable stubs,
—at pc 0x00007f5c1d05406f

#

# JRE version: Java(TM) SE Runtime Environment (8.0_45-b14) (build 1.8.0_45-bl4)

(continues on next page)
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# Java VM: Java HotSpot (TM) 64-Bit Server VM (25.45-b02 mixed mode linux—-amdé64_
—compressed oops)

# Failed to write core dump. Core dumps have been disabled. To enable core dumping,
— try "ulimit -c unlimited" before starting Java again

#

# If you would like to submit a bug report, please visit:

# http://bugreport. java.com/bugreport/crash. jsp

Current thread (0x00007f5bacl60800) : JavaThread "nioEventLoopGroup—-3-12" [_thread_
—in_Java, 1d=18017, stack(0x00007£5b8c5e8000,0x00007£5b8c6e9000) ]

Stack: [0x00007£5b8c5e8000,0x00007£5b8c6e9000], sp=0x00007£5b8c6e6150, free,,
—space=1016k

Native frames: (J=compiled Java code, j=interpreted, Vv=VM code, C=native code)
V  [libjvm.so+0xaac99a] VMError::report_and_die()+0x2ba

V  [libjvm.so+0x4f2de9] report_fatal (char const*, int, char constx)+0x59

V  [libjvm.so+0x9%abbba] SharedRuntime::continuation_for_ implicit_

—exception (JavaThreadx, unsigned charx,

—SharedRuntime: :ImplicitExceptionKind) +0x33a

V [libjvm.so+0x914fla] JVM_handle_linux_signal+0x48a

V  [libjvm.so+0x90b493] signalHandler (int, siginfox, voidx) +0x43

C [libpthread.so.0+0x£100]

J 10415 C2 com.sun.crypto.provider.GCTR.doFinal ([BII[BI)I (130 bytes) @_
—0x00007£5c1el0c096 [0x00007£f5clel0bed0+0x256]

X AEjdkfbug, FFER KRR T Ejdk8uS 1A -

REZE AR A
BREE 2R RAUARIRAT, RO B (S EERRSIR)” - Flan, B N X Psolidity REL

function add(uint256 a, uint256 b) public pure returns (uint256) {}

AL EHREES

add (uint256,uint256)
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3.3 EARAKIE

FEFAAEERT, THCIREEE N IREAKIE:

3.4 Key-coreflt# 1 1f

Key-core SCFFFIAME AR AT A A Isdk iRz o AERT IS, SRsh— DA MYE, LHEE
& T RABRERROODIRE - fEsdkET, A A Rsdk G I AR B ORI E A, H R EsddR BRI RV T RE
HELI H AL SR .

3.4.1 RIS T E

L git FEIR.

cd ~
git clone https://github.com/WeBankBlockchain/Governance-Key.git
cd Governance-Key

3.4.2 fFH AL

NERS
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cd key-core-web

Y 1 ACRD -

gradle bootJar

Fikle, SERdistE K, & key-core-webjarfd -
SRR TE

cd dist
java —-jar key-core-web. jar

BEERThE, = Bahs b As TUE - SRR s, AT LLjAllocalhost:8001 % H - [ TURCR 40
T

BEER v

BHEESETNRRE: @ secp256ki SM2p256v1

EHETEEE: @ B pem keystore p12

fEzlsis ~

HNETIEE: BHw Q0 X%

& FERTT
¥ B
it o v
* FAFREEST
© secp256ki SM2p256v1
© BE
ENCIEER v

3.4.3 fHisdk
VRIS Y %

FHAHE:
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cd ~/Governance-Key/key-core

Y 1 ACRD -

gradle build -x test

SERRIFZ G, TEMR B R N 2ARdisOUHER, SUHFRH A Fkey-core.jar -

5| Njarfy,

Rdist H 5% fkey-core.jarfl AR B ORI EF, G0 ENIbs B3 « R HATHRBECE, Dlgradley
7, HRHECE T

repositories {
maven {
url "http://maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https://oss.sonatype.org/service/local/staging/deploy/maven2"}
maven { url "https://oss.sonatype.org/content/repositories/snapshots" }
mavenLocal ()
mavenCentral ()

dependencies {
compile 'com.webank:webankblockchain-crypto-core:1.0.0-SNAPSHOT'

compile "org.apache.commons:commons—lang3:3.6"

compile group: 'org.bouncycastle', name: 'bcprov-jdklS5on', wversion: '1.60'
compile group: 'org.bouncycastle', name: 'bcpkix-jdkl5on', version: '1.60'
compile 'org.web3j:core:3.4.0"

compile ('org.fisco-bcos.java-sdk:java-sdk:2.7.0")

compile "commons—io:commons—io:2.6"

compile 'com.lambdaworks:scrypt:1.4.0'

compile 'commons-codec:commons—codec:1.9"'

testCompile group: 'junit', name: 'junit', version: '4.12°'
compile fileTree(dir:'libs',include:['*.Jar'])

}

ita:Rh v ]

BENLECT SRR

import com.webank.keygen.model.PkeyInfo;

import com.webank.keygen.service.PkeyByRandomService;
import com.webank.keygen.service.PkeySM2ByRandomService;
import com.webank.keygen.utils.KeyPresenter;

public class KeyGenerationDemo {

public static void main(String[] args) throws Exception{
/ /AR E E R
PkeyByRandomService eccService = new PkeyByRandomService () ;
PkeyInfo eccKey = eccService.generatePrivateKey();
System.out.println("private key:"+ KeyPresenter.asString(eccKey.
—getPrivateKey ()));
System.out.println("public key:" + KeyPresenter.asString(eccKey.
—getPublicKey () .getPublicKey ()));
System.out.println("address:" +eccKey.getAddress());

(continues on next page)
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/ /B EEARNVEA

PkeySM2ByRandomService gmService = new PkeySM2ByRandomService () ;

PkeyInfo gmPkey = gmService.generatePrivateKey();

System.out.println("private key:"+ KeyPresenter.asString (gmPkey.
—getPrivateKey ()));

System.out.println("public key:" + KeyPresenter.asString(gmPkey.
—getPublicKey () .getPublicKey ()));

System.out.println("address:" +gmPkey.getAddress());

FARHER M A it

HFE— DRSO, PR EAR O AT -

import com.webank.keygen.enums.EccTypeEnums;
import com.webank.keygen.model.PkeyInfo;
import com.webank.keygen.utils.KeyPresenter;

public class KeyToPubAndAddress {

public static void main(String[] args) throws Exception{
String pkeyStr =
—"0xed1d9dc98c8496b9837cb8c46a2302b9d479aab08£536dc0785115¢c11990d7£3";
byte[] privateKey = KeyPresenter.asBytes( pkeyStr);
PkeyInfo pkeyInfo
= PkeyInfo.builder ()
.privateKey (privateKey)
.eccName (EccTypeEnums.SECP256K1.getEccName () )

Jouild();
System.out.println("public key :" + KeyPresenter.asString(pkeyInfo.
—getPublicKey () .getPublicKey ()));
System.out.println("address :" + pkeyInfo.getAddress());

Bhic A

FF AT LU B A Al A R IR ERHMSC . Fidom i & & T BnciAERL - Bhciak S FAA R

import com.webank.keygen.enums.EccTypeEnums;

import com.webank.keygen.model.PkeyInfo;

import com.webank.keygen.service.PkeyByMnemonicService;
import com.webank.keygen.utils.KeyPresenter;

public class MnemonicUsage ({

public static void main(String[] args) throws Exception({

//Bn TR AE A

PkeyByMnemonicService mnemonicService = new PkeyByMnemonicService () ;
String mnemonic = mnemonicService.createMnemonic () ;

System.out .println ("Mnemonic:"+mnemonic) ;

/ /HERFAER

PkeyInfo pkey = mnemonicService.generatePrivateKeyByMnemonic (mnemonic,
—"passphrase", EccTypeEnums.SECP256K1);

(continues on next page)
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(2]
System.out.println("ECC Private Key:"+ KeyPresenter.asString (pkey.
—getPrivateKey ()));
System.out.println ("ECC Chaincode:"+ KeyPresenter.asString(pkey.
—getChainCode()));

System.out .println ("ECC Address:"+ pkey.getAddress());

TR E

YA P EEARG S, BEANF XREEE EHRAAN, HEREER—RH, BABEESRIES,
BREMDHABLHINE I TRAERKR . MENFEE. BT, AR LR ORE—1 (#E 1)
R, X TEIERS R, ELIRERTHGE TR -

WIREFTRTME, SFAPFHIREMS, ARIRENS - AFIRERNRSH, SRAN M AHAFIRERAH
FEDCACHT - tEoh, BIP-44AlE#R At | —H L RALRIMTEIIRE T3 -

import com.webank.keygen.hd.bip32.ExtendedPrivateKey;
import com.webank.keygen.hd.bip32.ExtendedPublicKey;
import com.webank.keygen.hd.bip44.path.Purpose44Path;
import com.webank.keygen.model.PkeyInfo;

import com.webank.keygen.service.PkeyByRandomService;
import com.webank.keygen.service.PkeyHDDeriveService;
import com.webank.keygen.utils.KeyPresenter;

public class KeyDerive {

public static void main(String[] args) throws Exception{
/ RE—IARFAEA
PkeyByRandomService generateService = new PkeyByRandomService () ;
PkeyInfo pkeyInfo = generateService.generatePrivateKey();

PkeyHDDeriveService deriveService = new PkeyHDDeriveService();
ExtendedPrivateKey rootKey = deriveService.
—buildExtendedPrivateKey (pkeyInfo);

/ /FNERYRAE FRNEA

ExtendedPrivateKey subPrivKey = rootKey.deriveChild(2);

System.out.println("child no.2: "+ KeyPresenter.asString(subPrivKey.
—getPkeyInfo () .getPrivateKey ()));

/ /TR A

ExtendedPublicKey subPubKey= subPrivKey.neuter();
System.out .println ("pubkey for child no.2: "+ KeyPresenter.
—asString (subPubKey.getPubInfo () .getPublicKey ()));
//BIP-44)RE
Purposed44Path derivePath = deriveService.getPurposed4PathBuilder () .m()

.purposedd () .sceneType (2)

.account (3) .change (4) .addressIndex (5) .build();
ExtendedPrivateKey derived = derivePath.deriveKey (rootKey);
System.out.println("derived for bip 44 "+ KeyPresenter.asString(derived.

—getPkeyInfo () .getPrivateKey()));
}

FAEAINE S5 H B H %

import com.webank.keygen.enums.EccTypeEnums;
import com.webank.keygen.model.PkeyInfo;

(continues on next page)
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import com.webank.keygen.service.PkeyEncryptService;
import org.web3j.utils.Numeric;

public class KeyExport {
public static void main(String [] args) throws Exception({
/R RV
PkeyInfo pkeyInfo
= PkeyInfo.builder ()
.privateKey (Numeric.hexStringToByteArray (
—"252ffefede3856eb84a4fbab5f07£c2066d3043a763cb74edl16££093ac79b52d6"))
.eccName (EccTypeEnums . SECP256K1.getEccName () )
Lbuild();
byte[] privateKeyBytes = pkeyInfo.getPrivateKey();
EccTypeEnums eccTypeEnums = EccTypeEnums.getEccByName (pkeyInfo.
—getEccName () ) ;
//pemS HE
PkeyEncryptService encryptService = new PkeyEncryptService();
encryptService.encryptPEMFormat (privateKeyBytes, eccTypeEnums, System.
—getProperty ("user.dir"));
//keystoresTit
String password = "123456";
encryptService.encryptKeyStoreFormat (password, privateKeyBytes,
—eccTypeEnums, System.getProperty("user.dir"));
//pl25H
encryptService.encryptPl2Format (password, privateKeyBytes,eccTypeEnums,
—System.getProperty ("user.dir"));
}

B F S8R

IEPRREE D A, R BIE AR Y FIREEE - o AR TR E . v, HAnFRBIRE S N E
DR, R AREZ DRI RE S FEREIE, flmsERER 3, 2)  ABARIEEE AT o @
3k, HHEMNEFFEES2 ARG, B LR R -

import com.webank.keygen.model.PkeyInfo;

import com.webank.keygen.service.PkeyByRandomService;
import com.webank.keygen.service.PkeyShardingService;
import com.webank.keygen.utils.KeyPresenter;

import java.util.ArrayList;

import java.util.List;

public class Shard {
public static void main(String[] args) throws Exception{
/R RV
PkeyByRandomService generateService = new PkeyByRandomService () ;
PkeyInfo pkeyInfo = generateService.generatePrivateKey();
System.out.println("Before sharding "+KeyPresenter.asString(pkeyInfo.
—getPrivateKey ()));
/RS R, SRR SR, BITER A A REL R
PkeyShardingService shardingService
= new PkeyShardingService();
List<String> shards = shardingService.shardingPKey (pkeyInfo.
—getPrivateKey (), 5, 3);
/ /LR
List<String> recoveredShards = new ArrayList<>();
recoveredShards.add (shards.get (0));
recoveredShards.add (shards.get (2));
recoveredShards.add (shards.get (3));

(continues on next page)
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byte[] recovered = shardingService.recoverPKey (recoveredShards);
System.out.println("After recovered "+ KeyPresenter.asString(recovered));

B

7

TGRS TES . WE . BRI SRR -

import com.webank.keysign.service.ECCEncryptService;
import com.webank.keysign.service.ECCSignService;
import com.webank.keysign.service.SM2EncryptService;
import com.webank.keysign.service.SM2SignService;

public class Crypto {
public static void main(String[] args) {
//Case 1: Ecc(secp256kl) sign and verify
String eccMsg = "HelloEccSign";
String eccPrivateKey =
—"28018238ac7eec853401dfc3£31133330e78ac27a2£53481270083abblal26£9";
String eccPublicKey =
—"0460fc2bceb795ee2ac34d1£584£603b4e2920a95d8d3db5£5c664244a99£d76405831ffaf932f64eqae3ec67bc8ELET]

(_}",.
ECCSignService eccSignService = new ECCSignService();
String eccSignature = eccSignService.sign(eccMsg, eccPrivateKey);
System.out.println("ecc signature:"+eccSignature);

boolean eccVerifyResult = eccSignService.verify(eccMsg, eccSignature,
—eccPublicKey) ;
System.out.println("ecc verify result:"+eccVerifyResult);

//Case 2: Ecc(secp256kl) encryption and decryption

ECCEncryptService eccEncryptService = new ECCEncryptService();

String eccCipherText = eccEncryptService.encrypt (eccMsg, eccPublicKey);
System.out.println("ecc encryption cipher:"+eccCipherText);

String eccPlainText = eccEncryptService.decrypt (eccCipherText,
—eccPrivateKey);
System.out.println("ecc decryption result:"+eccPlainText);

//Case3: Gm(sm2p256v1) sign and verify

String gmMsg = "HelloGM";

String gmPrivateKey =
—"73c8a8054b5e42b0d089%e24£f16c665bc82a132082d258c5efb54c49a3b7273£9";

String gmPublicKey =
—"0451c895673d372267a565c4a7711102108138132b21f22ed556df08fb4c8cfdcafl7dcb605£8a6394£8684aal9l6d

(_’";
SM2SignService sm2SignService = new SM2SignService();
String gmSignature = sm2SignService.sign (gmMsg, gmPrivateKey);
System.out.println("gm signature:"+gmSignature) ;

boolean gmVerifyResult = sm2SignService.verify (gmMsg, gmSignature,
—gmPublicKey) ;
System.out.println("gm verify result:"+gmVerifyResult);

//Cased: Gm(sm2p256v]1) encryption and decryption
SM2EncryptService gmEncryptService = new SM2EncryptService();

(continues on next page)
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String gmCipherText = gmEncryptService.encrypt (gmMsg, gmPublicKey);
System.out.println("gm encryption cipher:"+gmCipherText) ;

String gmPlainText = gmEncryptService.decrypt (gmCipherText, gmPrivateKey);
System.out.println("gm decryption result:"+gmPlainText) ;

SDK#ZO# O

NEHESOER:
s PkeyByRandomService:BEHLECH NAHAER (JEEE)
* PkeySM2ByRandomService: BEVLETARHAER (EH)
e PkeyByMnemonicService: BICIAIAERL; BriciAk S fAEH
» PkeyHDDeriveService: ZEHIRAE
s PkeyEncryptService: FAHIZARIB AT HAFA
* PkeyShardingService: 4 F 5i4JR

3.5 Key-mgrit# 15

Key-mgrfl THEEEY, &AW BH R « AXHFEET, eSS Rr SR . 15
R AR, NEE B BEEEIEIEET, X B oy BB AUER R . AR
N, RFINE IR, O <HCHEH P BT R, EaChHH P REILEENS R, £
WERKT, 2RENERRNEHNINE O<, “EHFEEARNERES, EHTCRHPXE
BV E2EERTR -

TR P A 56 R A 2] (depend.md),  BIER O FRAR A SOME &5 -

3.5.1 JwiFIRmS

NERS

’cd ~/Governance—-Key/key-mgr

Y ¥ -

’gradle build -x test

3.5.2 5| Ajarfl

SERIRIE LT, ERER T SEMdisOU R, U S key-mgrjar - FFEHSFAZIBCHTHF, 7]
i Nibs H3R T o R HATHHIECE , Plgradle B, HOECELNT

repositories {
maven {
url "http://maven.aliyun.com/nexus/content/groups/public/"
}

maven { url "https://oss.sonatype.org/service/local/staging/deploy/maven2"}

(continues on next page)
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maven { url "https://oss.sonatype.org/content/repositories/snapshots" }
mavenLocal ()
mavenCentral ()

dependencies {

compile 'org.springframework.boot:spring-boot-starter'
compile 'org.springframework.boot:spring-boot-starter-data-jpa’

testCompile ('org.springframework.boot:spring-boot-starter-test') {
exclude group: 'org.junit.vintage', module: 'Jjunit-vintage-engine'
//exclude group: 'Jjunit', module: 'junit'

}

compile 'org.springframework.boot:spring-boot-starter-jta-atomikos'

compile ('org.projectlombok:lombok:1.18.8")

compile ('org.projectlombok:lombok:1.18.8")

annotationProcessor 'org.projectlombok:lombok:1.18.8"

compile "org.apache.commons:commons—lang3:3.6"

compile "commons—io:commons—io:2.6"

compile "com.fasterxml.jackson.core:jackson-core:2.9.6"
compile "com.fasterxml.jackson.core: jackson-databind:2.9.6"
compile "com.fasterxml. jackson.core: jackson—-annotations:2.9.6"

compile 'com.lhalcyon:bip32:1.0.0"
//compile 'io.github.novacrypto:BIP44:0.0.3"

compile group: 'org.bouncycastle', name: 'bcprov-jdkl5on', version: '1.60'
compile group: 'org.bouncycastle', name: 'bcpkix-jdkl5on', version: '1.60'
compile 'org.web3j:core:3.4.0"'

compile 'com.lambdaworks:scrypt:1.4.0"

compile 'commons-codec:commons—-codec:1.9'

compile ('org.fisco-bcos.java-sdk:java-sdk:2.7.0")

compile 'mysqgl:mysgl-connector-java'

compile 'com.webank:webankblockchain-crypto-core:1.0.0-SNAPSHOT'

compile fileTree(dir:'libs',include:['*.Jjar'])

3.5.3 fiLE

MR TR ER, THREEMEE, B8R RINEEHAS W RF 2]~ pkeymgr - WIRFEH =R
MECE, ES% NEAENR, AiEapplication.properties -

# true-FHEEN (2EEER) | false-NEMEN CEEERZ)
system.storePwd=true
# FESR: do-BIEERE TR, file-UHHEETTH

system.mgrStyle=db

##4 KL E N Nsystem.mgrType=£ilel AL E
#### system.dataFileDir=~/myKeys

#H INEREI, Hfpl28ikeystore
system.keyEncType=pl2

## P LA secp256kl or sm2p256vle & NE R .
system.eccType=sm2p256vl

## INE R url
spring.datasource.encryptkeydata.url=jdbc:mysqgl://[ip]: [port]/pkey_mgr?

autoReconnect=true r*h:nr;:r‘*fnr'l—?‘nhr\d‘iﬁrj:n‘rFRXﬂ eSSl=false&serverTimezone=GMT%2b8

(continues on next page)
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spring.datasource.encryptkeydata.username=
spring.datasource.encryptkeydata.password=

#H H R

spring.datasource.keypwd.url=jdbc:mysqgl://[ip]: [port] /pkey_mgr_pwd?
—autoReconnect=true&characterEncoding=utf8&useSSL=false&serverTimezone=GMT%$2b8
spring.datasource.keypwd.username=

spring.datasource.keypwd.password=

## spring Jjpa config
spring.jpa.properties.hibernate.hbm2ddl.auto=update

spring. jpa.properties.hibernate.show_sgl=true
spring.jpa.database-platform=org.hibernate.dialect .MySQL5InnoDBDialect

3.5.4 #EFE

WRAE AL E H$5 E T spring.jpa.properties.hibernate.hbm2ddl.auto=update, lljpa=#5BhH - o)
SEARR .

WRAAE HEN L EER, 15 IeRK M jpal# &I %

spring. jpa.properties.hibernate.hbm2ddl.auto=validate

RIGTHETE T TFEEE -
1) fEencryptkeydata 5B IFIE1T MR R IEA]:

CREATE TABLE "encrypt_keys_info’ (
‘pk_id' bigint (20) NOT NULL AUTO_INCREMENT,
“encrypt_key  longtext,
‘key_address® wvarchar (255) DEFAULT NULL,
“key_name® varchar (255) DEFAULT NULL,
‘parent_address® varchar (255) DEFAULT NULL,
‘user_id® varchar (255) DEFAULT NULL,
‘ecc_type’ varchar (255) DEFAULT NULL,
“enc_type® varchar (255) DEFAULT NULL,
PRIMARY KEY (‘pk_id"),
KEY “user_id® (“user_id’),
KEY “key_address”™ (" key_address’)

) ENGINE=InnoDB AUTO_INCREMENT=5 DEFAULT CHARSET=utf8

2) i fEkeypwdBHEIRIZTT Mk #REA):

CREATE TABLE "key_pwds_info™ (
‘pk_id' bigint (20) NOT NULL AUTO_INCREMENT,
"key_address® wvarchar (255) DEFAULT NULL,
“key_pwd® wvarchar (255) DEFAULT NULL,
‘user_id® varchar (255) DEFAULT NULL,
PRIMARY KEY ('pk_id'),
KEY “user_id® (“user_id’),
KEY "key_address’ ( key_address’)

) ENGINE=InnoDB AUTO_INCREMENT=8 DEFAULT CHARSET=utf8

3.5.5 HEHMHH

KeysManagerService 2 pkey-mgrf A O, BEMAEEN2EGEAE, S8 T

3.5. Key-mgrif# A 1f 75



https://governance-doc.readthedocs.io/zh_CN/latest/keymgrdoc/com/webank/keymgr/service/KeysManagerService.html

WeBankBlockchain Gov Documentation, & #i v2.6.0

BNIIE T Spring H Bh{F AKeysManagerService [R5, =10 :

@SpringBootTest
@RunWith (SpringRunner.class)
public class Example {

@Autowired
private KeysManagerService keysManagerService;

createPrivateKey

VOTIER TR A RFAE, HEITHEE 6% -

@Test

public void demo () throws Exception {
String userId = "1000";
String password = "123456";
String keyName = "MyKey";

keysManagerService.createPrivateKey (userId, password, keyName);

}

AT J5 . 7] fEencryptkeydata®l #E UK fencrypt_keys_infoR B & 7 i A EH; WRE & 7 WE
(system.storePwd=true) , FJi#iTkeypwd¥EIR key_pwds_infoR B H B EIELE R

importPrivateKeyFile

%77 1 H T Mpl2aikeystore S 4 F1 38 BUFABH , I H AT FEE 7 0 - 3% 00 MRS =X HCEL R
TFapplicaiton.properties ' it B i & p 1218 & keystore,  HUEE B I PR U A& AN BC EAEFT -

@Test

public void demo () throws Exception {
String userId = "1000";
String password = "123456";
String path = "~/keys/enryptFile.pl2";

keysManagerService.importPrivateKeyFile (userId, password, path);

}

HAT L )5, A fEencryptkeydata®{ #E JF Alencrypt_keys_infoR &5 B 7 i O AN EH; WREL & T W#E
(system.storePwd=true) , it keypwd4IEIE " Tkey_pwds_infoR BB WG IFBLE S -

importPrivateKey

ZAERTERSAFAES, HAHEEE -

@Test

public void demo () throws Exception {
String userId = "1000";
String password = "123456";

String privateKey =
—"0xeec37c95fb78c49132513882bb293fdoecdefl194e85efcc654af0d9¢c291995ec™;

String keyName = "MyKey";

keysManagerService.importPrivateKey (userId, password, privateKey, keyName);

}

AT E /5, A #Eencryptkeydata®i 4 U Fencrypt_keys_infof B & F O R EH, W REE T WJ#E
(system.storePwd=true) , Fli#iTkeypwd¥(EIF key_pwds_infoR B H B EIELE R
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createPrivateKeyByParent

TR ARV SR — 1> chaincode KA @ PEMIIRAE TFARH - IRAED EHI TRt S S ASEE -

@Test
public void demo () throws Exception {
String userId = "1200";

String parentKey =
—"eec37c95fb78c49132513882bb293fdbecdefl194e85efcc654af0d9¢c291995ec";

A= b NS N

keysManagerService.importPrivateKey (userId, "123456",parentKey , "parentKey");

/ JIREFREAFH SN

String chaincodel = "123";

String passwordl = "pwdl";

keysManagerService.createPrivateKeyByParent (userId, parentKey,chaincodel,
—passwordl) ;

String chaincode2 = "xyz";

String password2 = "pwd2";

keysManagerService.createPrivateKeyByParent (userId, parentKey,chaincode?2,
—password2) ;

}

HATE J5 . 7T fEencryptkeydata®{ 4 UR encrypt_keys_infoR T & A8 10 F A, WHRE 7 WE
(system.storePwd=true) , FJi#iTkeypwdEEIF key_pwds_infoR B H B FIELE R -

queryChildKeys
BITERTER— DN CRAHAT R TR TR -

@Test
public void demo () throws Exception {
String userId = "1200";
String parentAddress = "9349e27ae2202202bd0487d4aa08705a14c52710";

//Query child keys

List<EncryptKeyInfo> childs = keysManagerService.queryChildKeys (userId,
—parentAddress) ;

log.info ("Child keys ", JacksonUtils.toJson(childs));

}

exportPrivateKeyFile

WOTIERIEH Pid - FASIMbIE B AR EIGRARH . DIPTBCE AR S 2 B FR E 3%

@Test
public void demo () throws Exception {
String userId = "1200";
String keyAddress = "9349e27ae2202202bd0487d4aa08705a14c52710";
String destinationDirectory = "C:\\Users\\unnamed\\Desktop\\keys";
keysManagerService.exportPrivateKeyFile (userId, keyAddress,
—destinationDirectory);

}

AT JE . #EdestinationDirectory$§ & 19 H 3 N . 13 | — 1 % ip128kkeystore T # (B
TFsystem.keyEncTypelit & )

decryptPrivateKey

VT ER — DB R BN R - BSOS SR Fsystem keyEncTypeit & - FHIZRFIH, ZfEEp12HI7R
i, ZLKsystem.keyEncType=p12:
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@Test
public void testDecryptPl2() throws Exception{
String enc =
—"0x3082070c020103308206c506092a864886£70d010701a082060b604820602308206a2e3081e3060924864886£70d01
=";
String pk = keysManagerService.decryptPrivateKey ("123456", enc);
log.info ("recovered {}", pk);

NG, ZfEEkeystore 7RG, 25K system.keyEncType=keystore:

@Test
public void testDecryptKeystore () throws Exception{
String enc = "{\"address\":\"0Ox68eld0ad5ebc77fecaaac7l2e55cd274a2bld33a\", \"id\

—":\"c5f82b87-b25a-42b7-baal-51871ffaeleb\", \"version\":3, \"crypto\": {\"cipher\":\
—"aes-128-ctr\",\"ciphertext\":\
—"0ca68b721be5d1556cbd9%e2b3b043e7e1ddf1458d89%9a43339%9a24b71d2f2bb3c\", \
—"cipherparams\": {\"iv\":\"7fad497df863424072£7964d480095bfd\"}, \"kdf\":\"scrypt\",
—\"kdfparams\": {\"dklen\":32,\"n\":262144,\"p\":1,\"r\":8,\"salt\":\
—"6e039e411821bde52b17481a8759ff66548ba97£f4d2e094262d06£93a9f6844c\"}, \"mac\":\
—"04e8d244a4ed9c5206952bal7cb9a49560a2celdlc52a60dacl5fbcalf3544db\"}}1";

String pk = keyManagerService.decryptPrivateKey ("password", enc);

log.info("recovered {}", pk);

getEncryptPrivateKeyList

ZITIEBEIE — P RIBTR AL L -

@QTest
public void demo () throws Exception {
String userId = "1200";

List<EncryptKeyInfo> keys = keysManagerService.
—getEncryptPrivateKeyList (userId);
log.info("keyStrings {}", JacksonUtils.toJson (keys));

getEncryptPrivateKeyByUserldAndAddress

VTR BB — F P N S xS AOFAER S

@Test
public void demo () throws Exception {
String userId = "1000";
String address = "ed4cbf2581d2£fc8541613079440cfbdbf2595b127";

EncryptKeyInfo key = keysManagerService.
—getEncryptPrivateKeyByUserIdAndAddress (userId, address);
log.info ("keyStrings {/", JacksonUtils.toJson (key));

updateKeyName

updateKeyName 5 #7/ZE H AUFAEA R -

@Test
public void demo () throws Exception {
String userId = "1200";

(continues on next page)
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String address = "9349e27ae2202202bd0487d4aa08705a14c52710";
String newKeyName = "newKeyName";
keysManagerService.updateKeyName (userId, address, newKeyName);

}

BUTIE S, A fEencryptkeydataZ{HE IR flencrypt_keys_infoZ% fikey_name 7B & & H IR AL -

updateKeyPassword
BRI -
@Test
public void demo () throws Exception {
String userId = "1200";
String address = "9349e27ae2202202bd0487d4aa08705a14c52710";
String oldPwd = "123456";
String newPwd = "654321";

keysManagerService.updateKeyPassword (userId, address, oldPwd, newPwd);

}

AT JE, 7] Eencryptkeydata%l #E Ui fencrypt_keys_infoR & HE MOT % 3 ; R E T WE
(system.storePwd=true) , il it keypwd%(IEIE " key_pwds_infoF ' key_pwdT-Et & 2 HTHIZHS -

deleteUserKey 1

HRHE F P 1A AN B Ak SR A BRALEH -

@Test
public void demo () throws Exception {
String userId = "1200";
String keyAddress = "9349e27ae2202202bd0487d4aa08705a14c52710";

keysManagerService.deleteUserKey (userId, keyAddress);

}

AT JE, 7] FEencryptkeydata%l #& U fencrypt_keys_infoR B FH EIFAH M Br; R E T WE
(system.storePwd=true) , il it keypwd%IEIE " key_pwds_infoFF 2| %A O M ER -

3.6 Java doc

key-coreFllkey-mgrfijava doc

3.7 & W a8
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cHAPTER 4

UEHE EAE N

(EF]y

WeBankBlockchain-Governance-Cert$g {it | iF 54 iy FIHAE AR T R, IIEBELRE, FIE
HE, TREMELEE, TR AN .

-3k
o I EZ RS2 B
o FREBHEE
o IFEPOEREL
o XFREREE

4.1 FEARHE S

4.1.1 FEAFIAE

FEARXTPR N U, SRR - E2MART HAN « AFPN T, ATHEHAM A, AEE
CHBERIMFAR - AESIRINEA T Z AR, HE& 4 IZERSA - DH- ECDSA - HAECDSAJE X R EE4TH,
RAMERER, SRR MSER, ZERT, RAR - DECENREL, AN L E—

-

4.1.2 phze

TENAEI &k R, BHERRI T ML 28, —FiiEh SEmE AN, 5 —FiliLnirs
R IEEE . BREE AR — Bt fesecp256k], NP K BREER YN B — il 4 R [ A Al
ZEsm2p256v1, 1% 12 B T E B E D AE PR -
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4.1.3 iEP
B IR AT ZEHIED, 2IH TR FE G ET 0T BRI IR, Al SCI R F

AR B SRR B T EE - BUCFIET R — M EIEBINIEF L (Certification Authority, EFRCA) &
FTHISC

4.1.4 BFEH
$F% % (Digital Signature) (XFIAFHTE S - BFES) E—FRWUSER FHEENYELL

ERMER T ARMEIEIBARLI, HTERNETEERTE . BT ELERE LML LE
" —PHTES A THTRIE.

4.2 HHEFANE

WeBankBlockchain-Governance-Cert$g{it [ iF 454 iy B IS PO H R, #VEIEBFERINE, SFIE$
W, R MEREE, FEDS AR .

4.2.1 it iEE

WeBankBlockchain-Governance-Certfl & # ™12 3, cert-toolkitFflcert-mgr, cert-toolkit{E 7y itk 5 4 B T
B w{E N TEEMAH, cert-mgrdE Teert-toolkit T 2 £, M4t TIEBAIFEERE S, HLFIED
A A R R, WL ARG — LS -

cert-mgr

IR &ERL EREE

i
s U

IRIEH 4R FUEBERER % B
FEHER EBXAES DB o

4.2.2 RS
YL MBS 4B

FTHERSA, ECEZHEE, T HESM2EZEE X SHA256WITHRSA « SHA256WITHECDSA -~ SM3WITHSM24%
2

XFEREE

EBMTIEREREFFANAERIEES, FNIEBHERORALSRE, SHEBEFEES—EH, FXHE
PHAT AN, HIEFIERRSH
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IRFEPUEREX
WERFATEZREL, ANEF LIAUEFHERER, EFOEHEE, FHTHE, RIEEHE

ZERIER
. s
< EEER .
" s
&R P MkEER
KHE
EREH > FFEEER
IRIE
EBES
XREBEE

XFIEBHTEE, EEESEEEIE . IEHH®E

4.2.3 HERH
BE R SR B

B B SRR % & B — B WeBankBlockchain-Governance-Cert 3 52 iY,, Governance-Cert A] DLEE 55 5 & i
SLERE, FEHAUBNIARE RS - fEREVIIG LA o] HERE A A O SE AR B a0 ARk, FrilpLa Ek
1 57T LLE 13 Governance-Cert IR L AN IR O, SRERRIER, FHERZFIEFHER, RIEBEHE TN
B EIEIEKRYFER, RRBUENESR, FERELFIES, FIEBELER, TRk REE 2
Ab ¥ 3 13 WeBankBlockchain-Governance-CertXf TUE B RO 3, Al IV RAE, BANE, HEIEES

Ve =
A
® HERSARGERERES / o _\
. | 0 —
iz E]
B &> SEFERERIE, BESRTES o—
Ema [ N —_ FEBERIE
EETHAE, BEREHNLS, BETEHER omn —
R | © cm—
SEFEHERIE, BEEETIR o —
L s | Q /I EsEER
EHER
SEEHAE, BERES, RETERER N o
- l 3=
T ——— o—
TR
5 5 & K /
—F_é& | | —_— | | |
HEH TR H

WeBankBlockchain-Governance-Cert cert-toolkit 7] {E N L JAVA T B 7T B H 5 H, B G417 58
WP HIEBFER - s> A3 H 8] 2 A WeBankBlockchain-Governance-Cert{E N IEFE & T EA
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4.3 R&EIT IR

T RENFIEPAGRIER T

4.3.1 cert-toolkitf# FH

cert-toolkit F TUEPAEAL - LHFFEEE N jarFLEEA -
TR U7

o MRIEHAER

o IEBIFRERM

o TUEBAM

o EBFREEE

i B
BEREHRALERT, TR D LRI, T
INRAST ALK, HBHE

U

A S H IR T4

KBRS
i git T ERAY

git clone https://github.com/WeBankBlockchain/Governance-Cert.git

T fie:
o WIS R W45 RS BUK A | T EE T 8k, 12 git clone https://gitee.com/WeBankBlockchain/
Governance-Cert.git

VN EE

cd Governance-Cert
cd cert-toolkit

Y BEURIS

FR—: WRRS?S 224 Gradle

gradle build —-x test

HRT: WRRSZARLEGradle, {FHgradlewsiF
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chmod +x ./gradlew && ./gradlew build -x test

S \Njarfs,

cert-toolkit4 i¥ Z J&5 fEcert-toolkit H 3 T 2 A2 plidistL 43R, 3L 3R /& & cert-toolkit.jar - F] LA Ffcert-
toolkitjars AE| H ORI H F, fFlimibsHx N « REHETIKWELE - gradlefKBIELE T, R H
*F H ORI B TR

repositories {
maven {
url "http://maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https://oss.sonatype.org/content/repositories/snapshots" }
maven { url "https://dl.bintray.com/ethereum/maven/" }
mavenLocal ()
jcenter ()

dependencies {
testCompile 'junit:junit:4.12"
compile 'org.slf4j:slfdj-api:1.7.30"'
compile ('org.projectlombok:lombok:1.18.6")
annotationProcessor ('org.projectlombok:lombok:1.18.6")
compile ('ch.gos.logback:logback-core:1.2.3")
compile('ch.gos.logback:logback-classic:1.2.3")
compile "org.apache.commons:commons—lang3:3.6"
compile "commons—io:commons—io:2.6"
compile 'commons-codec:commons-codec:1.4'
compile 'com.lhalcyon:bip32:1.0.0"'
compile 'org.web3j:core:3.4.0'
compile 'com.lambdaworks:scrypt:1.4.0"'

compile group: 'org.bouncycastle', name: 'bcprov-jdkl5on', version: '1.60'
compile group: 'org.bouncycastle', name: 'bcpkix-jdkl5on', version: '1.60'
compile fileTree(dir:'libs',include:['*.Jjar'])

A

NHE A T UER R RGRAR

HRAUE 342 A%

RIGERAIFAA B E R ERARIE S, TR EAFAH ALES BehdE i, BHFER T ZMASTTIE, A%

HEEH, ZERIEHAR
Ll generateKPAndRootCert/7VE A F, /~EFICHGLNT

CertService certService = new CertService();

X500NameInfo info = X500NameInfo.builder ()
.commonName ("chain")
.organizationName ("fisco-bcos")
.organizationalUnitName ("chain")
Jbuild();

// BEVERAEA B hRrRsa) , HEARERKZE out /ca",

certService.generateKPAndRootCert (info, "out/ca");

PUT LR T5E, SAEEHIGITH HUES - RPISCHFRFEERAMEE, IEH & R Eout/calca.crt 3L
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FIUEFesrA

cst2FR A Certificate Signing Request, BIIEFERICH:, MR (5Q) UEHiE ik EAVHRER I3 4 R A
FUEF

cstVAERIRHE T ZFASTTIE, S RUE HiF 4 AL

Ll generateCertRequestByDefaultConf A {5, AJ PR A Alicsr, REFAIUIT

CertService certService = new CertService();
X500NameInfo info = X500NameInfo.builder ()
.commonName ("chain")
.organizationName ("fisco-bcos")
.organizationalUnitName ("chain")
Cbuild();
// BENVERRSARAEA, KeyUtils WIEFHHEMFEHITAZE
KeyPair keyPair = KeyUtils.generateKeyPair();
//CertUtils TEIEML T UEFHILE MHTHIME K AE
String priStr = CertUtils.readPEMAsString(keyPair.getPrivate());
String csrStr = certService.generateCertRequestByDefaultConf (info, priStr,
—"out/agency", "agency");
System.out.println(csrStr);

PUT IR TTE SRS G ITH Hest U NS, 5 Aout/agency/agency.csr 34
Hrp il ) CertUtils TR, ZRIBM TIEH RGBT AIMEKEE T, S M CertUdlsiHIE

TUEF A

B AREBMEFGN FIER HF T EL, REESTASTIE, ZRTIEPEL
AR AAS RG], REEETT

M

/ | BECR UM R S B8 1R
CertService certService = new CertService();
String childStr2 = certService.generateChildCertByDefaultConf ("out/ca/ca.crt",
—"out/agency/agency.csr","out/ca/ca_pri.key", "out/agency" ,
"agency") ;
System.out.println(childStr2);

HUT Bk FES RS & FTEN H k5 N 2,3 5 Aout/agency/agency.crt X, AT NEE 0 HF1R, 4kEE
T —RAUEF AL -

UE EERIUE

EARBERBEANTER T ZRES, MNAEMRERHESTRIE, BEFIERESTE
RBIHE T

CertService certService = new CertService();
try {

X509Certificate root = null;

root = CertUtils.readCrt ("out/ca/ca.crt");

X509Certificate child = CertUtils.readCrt ("out/agency/agency.crt");
List<X509Certificate> certChain = new ArrayList<>();

//ATRINZ RS . . X B DA E AR ER A A2 R A R 451

certChain.add (root) ;

certChain.add (child);

System.out.println("Mfﬁ%§%ﬁﬁﬁ§% = " + certService.verify(root, certChain));
} catch (CertificateException | FileNotFoundException e) {

(continues on next page)
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(£ ET0)
e.printStackTrace();
}
PUT LR TTEE, AT LIRS G B ENE BRI IS SR Arue, RIAIEPRERH RUME
UEH A
FATAT LA E S0 N BIEH 3547 AR E
CertService certService = new CertService();
try {
/MNP EBGE S (R PR A R HIE R 8812
X509Certificate root = CertUtils.readCrt ("out/ca/ca.crt");
X509Certificate child = CertUtils.readCrt ("out/agency/agency.crt");
/NS EECRVEE (R PR AR BRI R )
PrivateKey caPrivateKey = (PrivateKey) CertUtils.readRSAKey ("out/ca/ca_pri.
—key");
List<X509Certificate> revokeCertificates = new ArraylList<>();

revokeCertificates.add(child);
/ /U BRSPS R TS
X509CRL X509Crl = certService.createCRL (root,caPrivateKey,
—revokeCertificates, "SHA256WITHRSA") ;
System.out.println ("MIHIEFEIE: out/agency/agency.crt");
X509Crl.getRevokedCertificates () .forEach (x509CRLEntry -> {
System.out.println ("MEIEFFFIS: " + x509CRLEntry.getSerialNumber ());

1)

/ /B UE RAEHIE T AR T 5
List<X509Certificate> certChain = new ArrayList<>();
/ /AT RAESS . . X B DL bR A AR B B 3 3R 451
certChain.add (root) ;
certChain.add (child);
System.out.println ("IEPHEIUELEE = " + certService.verify (root,certChain,
~X509Crl));
} catch (Exception e) {
e.printStackTrace();

}

PIT BT, T EES 6 B 2 MBS AIE P HEIRIESE R A false, RINZTIEH LR

PFXIL 55

crtilEH HE S AHE R
pfxEHPKCS#12 (Public Key Cryptography Standards #12) FrEE X, & T AHMLHAREE -
CertUtils TERFEML T pfx B4 SAISEEUT 1%, REASIT:

try {
List<X509Certificate> list = new ArrayList<>();
list.add (CertUtils.readCrt ("out/ca/ca.crt"));
/1R Ex A, SEG P WEBHZ, FAEH, keyStore®RY, IERER, RERE, IEB4
CertUtils.savePfx ("fisco", (PrivateKey) CertUtils.readRSAKey ("out/ca/ca_pri.

—key"),"123",1ist, "out/ca", "ca");

// Mp x5 HRAEE
PrivateKey key = CertUtils.readPriKeyFromPfx ("out/ca/ca.pfx","123");
//EEH AR S AR BASEc 4 FILTE B
System.out.println (Base64.toBase64String (key.getEncoded()));

} catch (Exception e) {

(continues on next page)
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e.printStackTrace();

}

AT BRI, AT LA fEout/caf i T & Fllca pfxilEF ST AVA AL, DALM M iZptx S 5 H A9 FL$Base 64
BEE

BOuis

CertServicef& it T ZFIhRERE O
» createRootCertificate: ARURIEF, B B%4IEH
« createCertRequest: “ERIEF51E K
o createChildCertificate: AT UET
o verify: JSUFIES
s createCRL: MEHIED
éﬂﬁ@iﬁ])ﬂ, Fror B OB T BN E (B4 5% SHA2S6WITHRSAH XUHI10E) 94 pli

+ generateRootCertByDefaultConf: A= F{ARUETS

+ generateCertRequestByDefaultConf: 4= FiE 4515 3K

» generateChildCertByDefaultConf: A F ik

« generateKPAndRootCert: £ B X FIARIE T
KeyUtilsFICertUtils B 1 TE K, 4L T XHEBFIR AR KL 5 #AE -
B £ ZJava doc

4.3.2 cert-mgrfif A
DIReN44

cert-mgrf THERFEE -

WERHEHEA, LRI BB HRRYE, SEE TIERRMGERE, LRENIEH & REEILE
PRF, FIEBRIERSRIFEFRES -

WP FIR H A
* SHA256WITHRSA
* SHA256WITHECDSA
* SM3WITHSM2

Hil B K

AL, BFIARGEME DA R, BT
UARIEER ZFGX LA, 1S HBI %

HhEHRE

AT SR ARSI AT 0
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KR
1 I git N R

https://github.com/WeBankBlockchain/Governance-Cert.git

T fig:
o WIS R W45 RS BUK I ] T EE T 8k, B2 git clone https://gitee.com/WeBankBlockchain/
Governance-Cert.git

VAN =S

cd Governance-Cert/cert-mgr

Y BEURIS

FE—: RARSS 2 E 244 Gradle

gradle build -x test

HR: WRRSE AR L EGradle, #HgradlewsiF

chmod +x ./gradlew && ./gradlew build -x test

S Ajarfy,

cert-mgréiFE Z JETEAR B3R T 2 A RdisCOUF R, 3R & cert-mgrjar - 7] iRfcert-mgrjar® AZ| H T
pmiE Y, FlaneE I ENibs Hx N, NEHITIRIECE - gradlefEERBECE T, R/EHEN B R8T H
AT

repositories {
mavenCentral ()
mavenLocal ()
maven {
url "http://maven.aliyun.com/nexus/content/groups/public/"

}
dependencies {
compile 'org.springframework.boot:spring-boot-starter'
compile 'org.springframework.boot:spring-boot-starter-data-jpa’
compile 'org.springframework.boot:spring-boot-starter-jta-atomikos'

testCompile ('org.springframework.boot:spring-boot-starter-test') {
exclude group: 'org.junit.vintage', module: 'junit-vintage-
—engine'
//exclude group: 'Jjunit', module: 'Jjunit'

}

compile ('org.projectlombok:lombok:1.18.6")

testCompile ('org.projectlombok:lombok:1.18.6")
annotationProcessor 'org.projectlombok:lombok:1.18.6"
testAnnotationProcessor 'org.projectlombok:lombok:1.18.6"'
testCompile 'junit:junit:4.12"'

compile "org.apache.commons:commons—lang3:3.6"

compile "commons—io:commons—io:2.6"

compile 'com.lhalcyon:bip32:1.0.0"

(continues on next page)
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& ET)

compile 'org.web3j:core:3.4.0"'

compile 'com.lambdaworks:scrypt:1.4.0"

compile 'commons-codec:commons—codec:1.9"'

compile 'mysgl:mysgl-connector-java'

compile group: 'org.bouncycastle', name: 'bcprov-jdkl5on', version: 'l.
60"

compile group: 'org.bouncycastle', name: 'bcpkix-jdkl5on', wversion: '1.
60"

compile fileTree(dir:'libs',include:['*.Jjar'])
}
fs F A

(R UREVN I TR a7 IR E S S (i

@SpringBootApplication
@ComponentScan (basePackages = { "com.webank.cert" })
public class CertTestApplication {
public static void main(String[] args) {
SpringApplication.run(CertTestApplication.class, args);

BCE

EZ% NN, Bl Eapplication.properties -

## EFF D

spring.datasource.url=jdbc:mysqgl://[ip]: [port]/pkey_mgr?autoReconnect=trues&
—characterEncoding=utf8&useSSL=false&serverTimezone=GMT%2b8
spring.datasource.username=

spring.datasource.password=

## spring Jjpa config

spring. jpa.properties.hibernate.hbm2ddl.auto=update

spring. jpa.properties.hibernate.show_sgl=true
spring.jpa.database-platform=org.hibernate.dialect .MySQL5InnoDBDialect

BE

WRTE AL E H$5 E T spring.jpa.properties.hibernate.hbm2ddl.auto=update, lljpaZ#5BhH F HohEE
SLERR -
WRAFE B L EIRR, E R FjpalERI K-

spring. jpa.properties.hibernate.hbm2ddl.auto=validate

WIEtE T AFeER, BATEEsER
1) FEEIRIRBIT P R@ERiE A

—-— Create syntax for TABLE 'cert_keys_info'

drop table if exists cert_keys_info;

CREATE TABLE “cert_keys_info™ (
‘pk_id' bigint (20) unsigned NOT NULL AUTO_INCREMENT,
‘user_id® wvarchar (255) NOT NULL,

(continues on next page)
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“key_alg® wvarchar (8) NOT NULL,

"key_pem’ longtext NOT NULL,

‘creat_time’ timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP,

‘update_time® timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_
—~TIMESTAMP,

PRIMARY KEY ( 'pk_id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8;

—— Create syntax for TABLE 'cert_info'
drop table if exists cert_info;
CREATE TABLE “cert_info ™ (
"pk_id® bigint (20) unsigned NOT NULL AUTO_INCREMENT,
‘user_id® varchar (255) NOT NULL,
“subject_pub_key® longtext NOT NULL,
‘cert_content® longtext NOT NULL,
“issuer_key_1id® bigint (20) NOT NULL,
“subject_key_id® bigint (20) NOT NULL,
‘parent_cert_id® bigint (20),
‘serial_number’ varchar (255) NOT NULL,
‘issuer_org’ varchar (255) NOT NULL,
“issuer_cn’ varchar (255) NOT NULL,
“subject_org’ wvarchar (255) NOT NULL,
‘subject_cn® wvarchar (255) NOT NULL,
“is_ca_cert’ int (4) NOT NULL,
‘creat_time’ timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP,
‘update_time® timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_
—TIMESTAMP,
PRIMARY KEY (‘pk_id"),
UNIQUE KEY (' parent_cert_id", serial_number’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8;

—— Create syntax for TABLE 'cert_request_info'
drop table if exists cert_request_info;
CREATE TABLE "cert_request_info™ (
"pk_id® bigint (20) unsigned NOT NULL AUTO_INCREMENT,
‘parent_cert_id’ bigint (20),
“subject_key_id® bigint (20) NOT NULL,
‘user_id® wvarchar (255) NOT NULL,
‘cert_request_content® longtext NOT NULL,
‘“subject_org’ wvarchar (255) NOT NULL,
‘subject_cn® wvarchar (255) NOT NULL,
‘creat_time’ timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP,
‘update_time’ timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_
—TIMESTAMP,
PRIMARY KEY ( pk_id"),
UNIQUE KEY (' parent_cert_id", subject_key_id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8;

BOuim

CertManagerService R/ IE B EHEMG — AL, BEIEREEN2EGFEYE, 28T 6.
» createRootCert : 4R IES
» createRootCertByHexPriKey : FABHHex#% = AE WA S RKIES
« createCertRequest: “EAIHK
« createCertRequestByHexPriKey : FAfHHex#& = 1EN AS A RGTE K
» createChildCert: A IET
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* resetCertificate: UEFEE
e queryCertList: MEHFIREIH
» queryCertRequestList: 15 >K7I|K &
* queryCertKeyList: UE-PBFAAZIER A
+ queryCertInfoByCertld: HRIEidEfIEF
* queryCertRequestByCsrld: R¥FidiETiE K
« exportCertToFile: iE+ 5 H
%:2% Java doc

A
ARG T
SEHITEAN

TEJavaliil H test Q7 —PIAE , AEMNAZE dh i AR
#1GHE 1T Spring H B1{F A KeysManagerService ik 55, ~FIUIT:

@SpringBootTest
@RunWith (SpringRunner.class)
public class Example {
@Autowired
private CertManagerService certManagerService;

A AR

AERARIES, R T ZMEESRED, AR
ER/EEIIEN

@Test
public void testCreateRootCert () throws Exception {
X500NameInfo issuer = X500NamelInfo.builder ()
.commonName ("chain")
.organizationName ("fisco-bcos")
.organizationalUnitName ("chain")
Jbuild();
//FFid, WBob
String userId = "Bob";
/ 1RGN
Date beginDate = new Date();
Date endDate = new Date (beginDate.getTime () + CertConstants.DEFAULT_
—VALIDITY);

//BRONBCEAERL: RARSATEHAN, WAIAAEAMERRD, BEUFEHARE, SfFpentlinexifz

CertVO cert = certManagerService.createRootCert (userld, issuer,beginDate,
—endDate) ;

System.out.println ("IEfid: " + cert.getPkId());

System.out.println("ﬂ?ﬁ%§2i2§: " + cert.getUserId());

System.out.println ("XIEFid: " + cert.getPCertId());

System.out.println("ﬁgﬁﬂ%%ﬁid: " + cert.getlIssuerKeyId());

System.out.println ("UEFAZ: " + cert.getCertContent());
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PUT LR, FIEEH S BB AESREIERNE, IR RIKAZE S DA S REFEdD T

SR AW

A LLEE B M5 —E SR RN B &L HIERSI*R

ARSI
@Test
public void testQueryCertList () throws Exception {
List<CertVO> list = certManagerService.queryCertInfolist ();

list.forEach (certvVO —> {
System.out.println ("iEfid: " + certVO.getPkId() + "\t");
System.out.println("ﬂﬁﬁid: " +certVO.getUserId() + "\t");

System.out.println ("X iEfiid: " + certVO.getPCertId() + "\t");
System.out.println ("ZAZFfEHid: " + certVO.getIssuerKeyId() + "\t");
System.out.println("-————————— ")

1)
}

BT EAUH, PSS G BT ELMERIIRIHERER

TFfesradRL

M ERPERERLER S, EEEBERRIES, ERFIUES -
ER/ETIEN

@Test
public void testCreateCertRequest () throws Exception {
X500NameInfo subject = X500NameInfo.builder ()
.commonName ("agancy")
.organizationName ("fisco-bcos")
.organizationalUnitName ("agancy")
Lbuild();
String userId = "Alice";
// BENEREEART, NS H: HEiHPuserid, XiEfissuercertid (A[MR#E LiASEE RS
#) |, HIENMERsubject
CertRequestVO csr = certManagerService.createCertRequest (userId, 1,
—subject) ;

System.out.println ("IEFHIEiLd: " + csr.getPkId());
System.out.println("ﬁiﬂ;ﬁ§52i%§: " + csr.getPCertUserId());
System.out.println("ﬁE#%iﬁ%i?: " + csr.getUserId());
(
(

System.out.println AR id: v o+ csr.getPCertId());
System.out.println ("IETHFIENEA" + csr.getCertRequestContent ());

PUT BRI HIEAIRE R E A A S RAFEddT , Rl ZEdbHRF R BRI XS B A ACUE
KER, BETRETIEBEL -

HEHHIESIR AW

AT LAE e 1 3% —E SR B SR
EN RTINS
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@Test
public void testQueryCertRequestList () throws Exception {
List<CertRequestVO> list = certManagerService.queryCertRequestList ();
list.forEach(csr —> {
System.out.println("ﬁfTUﬁf%id: " + csr.getPkId());
System.out.println("ﬁ@ﬂ?ﬁgfﬁﬁﬁ: " + csr.getPCertUserId());
System.out.println ("UEPHIEE: " + csr.getUserId());
System.out.println("QﬁEﬂﬂid: " + csr.getPCertId());
System.out.println("-————————— "y

1)

BT LR RS, AIEEH 6B B FTEIL S FIBHSIR LERER

TUEBEL

MR BEREWEER T, AEFIEHHIEER TS -

AR
@Test
public void testCreateChildCert () throws Exception {
String userId = "Bob";

/158 BEREuser1id, UEPHHIFELA

CertVO child = certManagerService.createChildCert (userId, 1);

System.out.println("ﬂ?ﬁid: " + child.getPkId());
System.out.println("ﬁEﬁ%%i?%ﬁ " + child.getUserId());
System.out.println("ﬁiﬂ?ﬁid: " + child.getPCertId());
System.out.println ("ZEXFAEHid: " + child.getIssuerKeyId());
System.out.println("ﬁf#ﬂﬁ%§: " + child.getCertContent ());

AT LRI, ATEER S BIRRNTIERFERE, FINE I h, REEL T 0L
EPEE

P EEFFNERARMARIETEE, J7¥5 NexportCertToFile - AT 5 — 0 (A ML F 5
K, BEOEREE, WWEFERICVERAITESE, RERHEWT

@Test
public void testResetCertificate() throws Exception ({
String userId = "John";

Date beginDate = new Date();
Date endDate = new Date (beginDate.getTime () + CertConstants.DEFAULT_
—VALIDITY);

CertVO cert = certManagerService.resetCertificate (userld, 1, new_
—KeyUsage (KeyUsage.dataEncipherment) ,beginDate, endDate) ;
System.out.println ("iFfiid: " + cert.getPkId());
System.out.println ("IEPELZHE: " + cert.getUserId());
System.out.println ("XiEfid: " + cert.getPCertId());
System.out.println ("ZAFfA\EHid: " + cert.getIssuerKeyId());
System.out.println("ﬁf?”ﬁ?ﬁ: " + cert.getCertContent());

PUT LR AR AT LAESZ ] 5 B 2 BB 5 P
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WS H

MHEE S A EIIERSR, SRR SH, IMEFERidRIERETSH, R

@Test
public void testExportCertToFile() throws Exception ({
String filePath = "src/ca.crt";

certManagerService.exportCertToFile (1L, filePath);
System.out.println ("SHZER, REFHEHN: " + filePath);

L 22Nl

SZEBE TR O R
22 Java doc

4.4 Java doc

cert-toolkitFflcert-mgrfi*Jjava doc

4.5 & I, [A]
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CHAPTER D

P 5

5.1 MySqlit) %3

A PACentos % 3EMariaDB 4 51] - MariaDBEUE 2 & MySQL f— 1403, FE AR X a4, kA
GPL #ZHF A - MariaDB5E 27 MySQL, GFEAPIAIA 21T -« HAZ$HEHT H1ESHEMySQLE M -
(1) Z#%EMariaDB

70k A A
o« AL

sudo yum install -y mariadb=*

2) R

Ja3: sudo systemctl start mariadb.service
f&1k: sudo systemctl stop mariadb.service

(3) ®EITHED)

sudo systemctl enable mariadb.service

(4) ¥ rootH

PATLL T2

sudo mysqgl_secure_installation

LU ARIESR B -

Enter current password for root (enter for none) :<-FJEITEEZEE
Set root password? [Y/n] <- EHiEEroot A, ﬁi)\y#@$i‘2ﬁ?§@$
New password: <- WErootHH I

Re—enter new password: <-— HEA— IR E G

Remove anonymous users? [Y/n] <- EEMBRESHF, BE

Disallow root login remotely? [Y/n] <~ BEH FrootinBER, EHE
Remove test database and access to it? [Y/n] <- aMBrtest#IEE, HE
Reload privilege tables now? [Y/n] <- JEBEIINENRE, HFE

o fi FHroot R85, B NI B AT

mysgl —uroot —-p -h localhost -P 3306
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o X rootFH P I R 7]

ER, UTBAUGERTIFANS, AEEAESRRETPER! | ! UTMRENES%, &
MEEEN, HHECRESRES .

mysqgl > GRANT ALL PRIVILEGES ON x.x TO 'root'@'$' IDENTIFIED BY '123456' WITH
—GRANT OPTION;
mysgl > flush PRIVILEGES;

ZRRBRIR:
o BT gE AR FEERS (123456) (OREEG], SRFUENOREME RER

o H1F HrootH] P LR A B 2 SRR FEAE TR M 48 B AR AT LA IR, 3 B AR B0 R 8 4R M PR
FEHITEOL, R EMBFRIRIKS

(5) BlEtestH P HRAAH T ]

mysgl > GRANT ALL PRIVILEGES ON #.x TO 'test'@localhost IDENTIFIED BY '123456'
WITH GRANT OPTION;
mysqgl > flush PRIVILEGES;

(6) M7 AT
o BREEE

mysqgl —-utest -pl23456 -h localhost -P 3306

. SIEEdEE

mysgl > create database datastash;
mysgl > use datastash;

U EEAOUGER TR, AREERAELREFPHEA! | | U EREXFEIEEETFME L
AT AR, E R BN GHRIMIPEREHIE O, BB M BFARIK S

5.2 JavazZiit

5.2.1 UbuntuifiEZ#EJava

# LEEBRI\ Javahi R (Java SELLL )
sudo apt install -y default-jdk
# B gavahii A

java -version

5.2.2 CentOS¥fiEZ % Java

HifjcentosFAKIJavaii A

rpm —dgalgrep Jjava

MR E MR Tavahii A&

rpm —e —-nodeps javaﬁ)}ﬂ(ﬁ

i) TavalfiA, BH HIARAS MMM ER 555

java -version

BT SO, 22 gava sE L ERIRRAK, 4%T§E@jdkﬁ§7£software Hx

MopendDKE M (https://jdk.java.net/java-se-ri/8) Bioracle EM (https://www.oracle.
—.com/technetwork/java/javase/downloads/index.html) & Java s LI LM TE, BT
#,jdk-8u201-1linux-x64.tar.gz

$ mkdir /software

# MK jak

H= oH D FH 0 HE A0

(continues on next page)
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$ tar —-zxvf jdk-8u20l-linux-x64.tar.gz

# BB JavalfiR, %/ etc/profile i

$ vim /etc/profile

# AT LUS R T E = A1 A B SO B R H

export JAVA_HOME=/software/jdk-8u20l-linux-x64.tar.gz

export PATH=$JAVA_HOME/bin:S$PATH

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools. jar
# H%profile

$ source /etc/profile

# AifjgavaliA, HIARNCARE B O NEANCE, W22 REMT) .

java —-version

5.3 GitZ3

git:  F TR BCEGH U

centos:

sudo yum -y install git

ubuntu:

sudo apt install git
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